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1.1.9. Protection against corruption

The machinery product shall be designed and constructed so that the connection to it of
another device, via any feature of the connected device itself or via any remote device that
communicates with the machinery product does not lead to a hazardous situation.

A hardware component for connection that is critical for the compliance of the machinery
product with the relevant health and safety requirements shall be designed so that it is
adequately protected against accidental or intentional corruption. The machinery product shall
collect evidence of a legitimate or illegitimate intervention in the hardware component.

Software and data that are critical for the compliance of the machinery product with the
relevant health and safety requirements shall be identified as such and shall be adequately

protected against accidental or intentional corruption.

The machinery product shall identify the software installed on it that is necessary for it to
operate safely, and shall be able to provide that information at all times in an easily accessible

form.

The machinery product shall collect evidence of a legitimate or illegitimate intervention in the
software or a modification of the software installed on the machinery product or its

configuration.
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Control systems shall be designed and constructed in such a way as to prevent hazardous
situations from arising. o . N
Control systems shall be designed and constructed in such a way that: (A) AI-%I'I-J_'I'l- -?—l%lO'" I_-Iljélol—l- 7C:>|%>_: 9|EEI—| %%:l
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Industrial Automation and Control Systems
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Hardware and software systems such as Distributed Control Systems (DCS), Programmable Logic
Controllers (PLCs), Supervisory Control and Data Acquisition (SCADA) systems, networked electronic
sensing systems, and monitoring, diagnostic and evaluation systems.

Internal, human, network or machine interface logging, diagnostics, security, monitoring, maintenance,
guality assurance, regulatory compliance, auditing and other types of operational functions, whether
continuous, batch, discrete and combinatorial processes, used to provide control, data.
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_VVhy IACS Information Security is Essential?

Why Information Security is Essential?
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_IEC 62443 Series Introduction
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_IEC 62443 Series Content
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IEC 62443-1-1

Terminology,
concepts and
models

IEC 62443-2-1

Establishing an
industrial automation
and control system
security program

IEC 62443-3-1

Security
technologies for
industrial automation
and Control systems

IEC 62443-4-1

Secure product
development
lifecycle
requirements

IEC 62443-1-2

Master glossary
of terms and
abbreviations

IEC 62443-2-2

Implementation
guidance for an IACS
security management
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IEC 62443-3-2

Security risk
assessment and
system design

IEC 62443-4-2

Technical security
requirement for
IACS components

IEC 62443-1-3

System security
compliance
metrics

IEC 62443-2-3

Patch management
in the IACS
environment

IEC 62443-3-3

System security
requirements and
security levels

IEC 62443-1-4

IACS security
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use case

IEC 62443-2-4

Security program
requirements for
IACS service
providers
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_IEC 62443 Series Certification Serviceability

IEC 62443 Series Standard Certification Serviceability
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' IEC 62443-2-4/4-1Maturity Level

IEC 62443-2-4/-4-1 Maturity Level (ML) Concept Introduction
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_IEC 62443-3-3/-4-2 Security Requirements

IEC 62443-3-3/-4-2 Fundamental Security Requirements

IAC

Identification and
authentication

control

CEE!
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e
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UucC
Use control

(AFE A 0f)

RDF

Restrict Data Flow
(CIOlEe =& AIgh

DI

Data Integrity
(HIole F&38)

TRE

Timely Response to
Event (A 2] X H St
O|RHIE [ 5)

DC

Data Confidentiality
(HIole 7| 2-d)

RA

Resource Availability
(2| 71EA)
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_IEC 62443-3-3/4-2 Security Level Introduction

IEC 62443-3-3/-4-2 Security Level (SL) Concept Introduction
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_IEC 62443 Series Certification Process

IEC 62443 Standard Certification Process
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IEC 62443 Certificate & Report

Test Report issued under the responsibility of:

= SGS (=
| I RN b
TEST REPORT
IEC 6244341
SECURITY FOR INDUSTRIAL AUTOMATION AND CONTROL SYSTEMS —
PART 4-1: Secure product develop lifecycle requi
Report Number.... [CBTL to provide info]
(Mate 1: The NGB rules far numbering ystem shall be usd — The original
Regart Ref, Number may include a suffx of it can be 2 new number, or it may be
unchangad number 35 long 25 the Amendmant Report can be inked to the
Original report withaut miiauity)
Date of issue.... [CBTL to provide info]

Total number of pages .... [CBTL to provide info]

Certificate type [Applicant to select one of the Certificate Types below that
are specified in 0D-2037
- Process Capability Assessment
+  Product ication of C: iliti

Name of Testing Laboratory SGS-CSTC ical Services ( i) Co.,

preparing the Report Ltd.

\ppli name : [Applicant to pr

Address.... i [Applicant to provide info]

Test specification:
Standard ....... 1 IEC 62443-4-1:2018

Test procedure.... : 0D-2061 Industrial Cyber Security Program
Test Report Form No. IEC62443_4_1A

Test Report Form(s) Originator ....: CMC Task Force Cyber Security

: 2018-06-D8

Copyright © 2018 IEC System of Conformity Assessment Schemes for Electrotechnical
Equipment and Components (IECEE System). All rights reserved.

This publicaion may be: reproduced in whale or in part for | long as the IECEE i a
capyright cwner and source of the material. IECEE takes n for and will not ty for i
from the readar’s interpratation of the reproducad materisl dus 10 its plsoemant and contest.

If this Test Report Form is used by non-IECEE members, the IECEENEC logo and the reference to the
CB Scheme procedure shall be removed.

This report is not valid as a CB Test Report unless signed by an approved CB Testing Laboratory
and appended to a CB Test Certificate issued by an NCB in accordance with IECEE 02.

CertificateNo

X MUTUAL

EME

CB TEST CERTIFICATE

Froduct

Name and address of the applicant

Name and address of the manufasturer

Name and address of the factory

Nals: Whan mare thar ooe fectars, sieaze raoort o= pege T

EQUIPMENT

Subgroup

GertificateHoldarName
GertificateHolderAgdrass

ManufacturerName
ManufacturerAddress

MNewFactoryName
NewFactoryAddrass

[0 Additianal Information on page 2

Ratings and principal

Trademark (if any)

GCustomer's Testing Facility (CTF) Stage used

Model / Type Ref

Additional information (if necessary may also be
reported on page 2)

A sample of the product was tested and found
to be in conformity with

s shown in the Test Report Ref. No. which
forms part of this Gertificate

VO

TestingType

Order_Productiodel_Type

Remark
[0 Additionl Information an page 2
Order_Standards

MNasional

Order_Standards_ExtraText
TestReporiNo

This CB Test Certificate is issued by the National Certification Body

REQUIREMENTS ASSESSED

Security management (12/13),

Security requirements (5/5),

Secure by design (4/4),

Secure implementation (2/2),

Security verification and validation testing (5/5),
Management of security-related issues (6/6),
Security update qualification (5/5),

Security guidelines (6/7)

General disclaimer:

The test results presented in this report relate only to the object tested

This report shall net be reproduced, except in full, without the written approval of the Issuing CB Tesfing
Laboratory. The authenticity of this Test Report and its contents can be verified by contacfing the NGB,
responsible for this Test Report.

568 Bagium NV - Division 568 CESE0.
Riverside Business Park

Bid Intemationalelazn 55, Bulding A
E-1070 Brussels, Beigium

Date: CertificatelssueDate

Signature: Name

SGS =

Disclamer. This document s caniraled and has boen released electurcally
Ginly the versice an the IECEE Websile 15 fie curen document verson

IEC 62443 Assessment Report

IEC 62443 CB Certificate




|IEC 62443-4-2 Certification Process
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 a) Identification and authentication control (IAC), ‘

* b) Use control (UC),
* ) System integrity (Sl),
« d) Data confidentiality (DC),

¥ « B
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. Timely response to events (TRE e L. e L
" y resp ( ) Product Certification Process Certification

- g) Resource availability (RA). (4-1)
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_IEC 62443 Training and Consulting Service

SGS Provides IEC 62443 Training and Process Consulting Service

= |EC 62443 Standard Training Service = |EC 62443-4-1 Process Consulting Service
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" SGS Service

s Team of Technical Experts

~ ISA/IEC 62443 Cybersecurity
Fundamentals Specialist

+~ |ECEE ETF expert

+ |ECEE Technical Auditor

v~ CISPICISSP/OSCP Certificate

= Promotion Support
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Why Choose SGS Service for your Cybersecurity needs?

m Sufficient Lab Accreditation
SGS is the CBTL for:

v |EC 62443-2-4

~ |EC 62443-3-3

v |EC 62443-4-1

v |EC 62443-4-2

= One-stop CYBR Service
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Thank you!

Do you have any questions?

ot= SGS APO[H £ QHE
kr_cybersecurity@sgs.com
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