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Figure 4 — Recommended steps for the practical use of ISO 12100 and existing type-B and
type-C standards within this system
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ISO 10218-1 : 2011

Robot and robotic devices — Safety
Requirements for Industrial Robot
— Part 1. Robot

Foreword

Introduction

1. Scope

2. Normative References
3. Terms & Definition

ISO 10218-2 : 2011

Robot and robotic devices — Safety
Requirements for Industrial Robot

— Part 2: Robot systems and integration

Foreword

Introduction

1. Scope

2. Normative References
3. Terms & Definition

:; 4. Hazard identification and risk assessment 4. Hazard identification and risk assessment
—T (I AX|et - = "It ks B iso 10218-1) (RIS Al ST "I} ks iso 10218-2)
Al S. Design requirements and protective 5. Safety requirements and protective measures
measures(B4 2 7AIE Y HS Stk (St @ FAIE 8l B CHAH)
6. Verification and validation of safety 6. Verification and validation of safety
requirements and protective measures requirements and protective measures
7. Information for use 7. Information for use
Clause 4. Hazard identification and risk assessment e 150 102151 Robo

S5O ZE A2 F5M AY AR = BES0 tist,
ISO 121000 2 F3tE= AT EHS HIEXHO = HE5I0 H2 ALY,

ISO 10218-2 Robot systems
Refers to ISO 10218-1/2 Clause 4.
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Refers to ISO 10218-2 Clause 4.
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ISO 12100 : 2010
Safety of machinery —General principles for design — Risk assessment
and risk reduction

Foreword
Introduction
1. Scope
2. Normative References
3. Terms & Definition
4. Strategy for risk assessment and risk reduction
J 5. Risk assessment
sia (RIEE E7F KS B ISO 12100)
7 6. Risk reduction
(I ZA KS B I1SO 12100)
7. Documentation of risk assessment and risk reduction
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ISO 12100 : 2010
7| A Ot —dAH LA — A HIte HEd LA (Risk assessment and risk reduction)

Clause 4. Hazard identification and risk assessment Clause 5. Design & Safety requirements and protective measures
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3.2 tolerable risk(ZAE + Y%= 2IF)
Level of risk that is accepted in a given context based on the current values of society
(At2lo] oiX| ZHX|of 7| =5t =0T WEOM =82 5= U= FHel ==
Refers to ISO/TR 22100-1:2015
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1ISO12100:2010

Safety of machinery —General princi

ples for design — Risk assessment
and risk reduction
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ISO/TR 14121-2:2012

Safety of machinery — Risk assessment
— Part 2: Practical guidance and examples of methods
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6l1) 1S013849-1:2015 — ]
P |
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P: QeS mstHL &2 Hste 75 — P1
(Possibility of Avoiding Hazard or Limiting Harm) b2 5
P1: SHO| TUSOIN THs —=>| e ’

P2 E7ts

It should be noted that the method given in ISO 13849-1 is primarily intended to be used for safety functions carried out by

safety-related control systems.
(ISO 13849-12 2HT & MO A|AEO| o3 A= HH7|SOHT ALEE &= AZS 72)
ra

For example, a resultlng category or performance level makes no sense fo I|pp|ng hazard or falling hazard.
(O£ =9, 0|n2X|= IO[Lf, ==fe/Hoj| CHsto] pL & 2H FHH[ 2| = 2|0f

Refers to ISO/TR 22100-2:2013
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Figure 4 — Risk matrix equivalent to the risk graph in Figure 3
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X EE 2F2 3o YHE S o4 £= 2 0|

(ISO TS 15066)

a) 2t HZ ZA| "EX| (Safety-rated monitored stop)

ret
In
\l

b) 0|2 (Hand guiding)

2|X|] ZHA| (Speed and separation monitoring)

o JI')

£ 3
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MTTFD (mean time to dangerous failure)
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MTTFD (mean time to dangerous failure)
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MTTFD (mean time to dangerous failure)
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MTTFD (mean time to dangerous failure)

2} 252 MTTF, a0 ZEEH, TA A|AE0| THSt MTTF, 2tS AlLtoloF & LT}

MTTFd = — 1 .. (3)

““MTTFd,

ot X' Eof CHet MX| MTTF, 240| Z78E|0{X|H Ofefe] W7IHE 0[&dI]
MTTF, %2t2| ValueE EHEEtL|Ct

1

Low 3 years < MTTFd < 10 years
Medium 10 years < MTTFd < 30 years

High 30 years < MTTFd < 100 years



DC (diagnostic coverage)
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DC (diagnostic coverage)
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DC (diagnostic coverage)
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CCF (common cause failure)
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CCF (common cause failure)

CCF M-t ™ X} M2} (1SO13849-1, Annex F)

1 Separation/ Segregation

Physical separation between signal paths, for example: 15
— separation in wiring/piping;

— detection of short circuits and open circuits in cables by dynamic test;

— separate shielding for the signal path of each channel;

— sufficient clearances and creepage distances on printed-circuit boards.

2 Diversity
Different technologies/design or physical principles are used, for example: 20
— first channel electronic or programmable electronic and second channel electromechanical
hardwired,
— different initiation of safety function for each channel (e.g. position, pressure, temperature),
and/or
digital and analog measurement of variables (e.g. distance, pressure or temperature)
and/or

Components of different manufactures.
3 Design/application/experience
3.1 Protection against over-voltage, over-pressure, over-current, over-temperature, etc. 15
3.2  Components used are well-tried. 5
4 Assessment/analysis

For each part of safety related parts of control system a failure mode and effect analysis has 5
been carried out and its results taken into account to avoid common-cause-failures in the design.



CCF (common cause failure)

CCF M-t ™ X} M2} (1SO13849-1, Annex F)

5 Competence/training

Training of designers to understand the causes and consequences of common cause failures. 5
6 Environmental
6.1  For electrical/electronic systems, prevention of contamination and electromagnetic disturbances 25

(EMC) to protect against common cause failures in accordance with appropriate
standards (e.g. IEC 61326-3-1).

Fluidic systems: filtration of the pressure medium, prevention of dirt intake, drainage of
compressed

air, e.g. in compliance with the component manufacturers’ requirements concerning
purity of the pressure medium.

NOTE For combined fluidic and electric systems, both aspects should be considered.

6.2  Other influences 10
Consideration of the requirements for immunity to all relevant environmental influences such
as, temperature, shock, vibration, humidity (e.g. as specified in relevant standards).

Total Max. 100
6573 O|&e| HEA A7t L™ CCFO| CisiM = SoF ) L T
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+24V

Emergency
Stop Switch

G9SX-BC202

KM1 \--\--
+24V|

Control circuit i x 1

KM1) [KM2 PLC etc.
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Safety Light Curtain
Emitter

G9SX-AD322-T15 (Unit 2) LI Y
Control circuit %3

e e e e
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N
+24V +24V +24V
AND
1 )=THIAT1I2HT21 KT22 T3 1HT 32T 33A Y 1 41)=T4 g
OFF
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Control circuit
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Q3. Cheol M7| £ BD FLE| DS AHA L.

Safety PLC Hf M

G 69
E o

KM1 Kmz2

S1: Emergency stop switch

S2: Non-contact door switch (D40Z)
S3: Reset switch

KM1, KM2: Magnetic contactors

M: Motor

Safety PLC Program

[#O][Si)03}:Feedback KM1... —

. [4
[BOJ[Si(02) Reset 53 v—‘ L—ah Hil %—-IWJ[Soluu;contmol KM1 |
. [3] » e b [HOJ[So](01 kcontactar KM2 |
£t reser
e c U 1] »
[HO][SI)O0LEMO NC 51 11-.. i
[HOSI(01 ;EMO NC 51 21-. ._I_!_;\_ L—J_.

|
[HO][Si]D4):Non-contact S... @m s
[ROJ[SIJ05)Non-contact S ... l——|_' > J




S1: Emergency stop switch ," \‘
S2: Non-contact door switcl’((D4OZ) H

S3: Reset switch S
KM1, KM2: Magnetic cont&to"’
M: Motor
[PLC etc] s
R -------------------------- "’

Safety PLC Program

[#O][Si)03}:Feedback KM1... —

[#O][Si](02)Reset 53 '—|_.
[
9

i00LEMO NC 51 11-...
[HOISIO1LEMO NC 51 21-...

Supports ISO 13849-1 (PLe/Safety Category 4).
W Can be used on higher risk level applications
HOSc)Nkeontactor kM2 by connecting to Safety Controllers.
+ Supports a wide range of applications in combination with
Safety Controller G9SP or Non-contact Door Switch

Controller GISX-NSL.
* Up to 30 units can be connected.

Ideal for middle to large scale device applications.
+ Contributes to shortening the time it takes to find

the cause of failure by the switch's LED display patterns.

(%)

v QM mZ 0| Clist 2= + Photocoupler monitor output allows connection to
o= le) A O\ 1T a general-purpose PLC (NPN type) oo
SilD4) Non-contact ... v BT oA (Iﬂ ZEAF Of 2) Z= + Compatibility with the D40A allows standardization of maching 9%l andars.refer o your OMRON wedsie

a0 S35 450 ot

[ROJ[SIJ05)Non-contact S ... ud
Function Test 28
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<QFAXHA>  FIHI2| 4 / PLe O] &9

SH

Safety Light Curtain (Type

4)

KM1 KM3 RESET
E—STOCPIZ3 : /
KM?2 KM4
E-STOP1 7L 7L
G’Q" | 0ssb/ | OSsD
TO T1 Si0 Si1 TO T1 Si2 Si3 Si4  Si5 TO  Si6 TO  si7 TO  Si7
Safety PLC
So0 So1 So2 So3
[ kv | kv [ vz ][ kma | [ s0380v_] [ 30380v_]
GND o_l o_| o) o_l o_| O]l
MCT 5170176 ME "5 6l 6
220V AC o_l Ol O o_l o_| O]l
MC2 --A--1--1- MC4 -=q1--1--1-
(L <L (L (L ¢ ol olo o) Q o)
KM1 | KM2 KM3 KM4

| mc1 || mc2 || mc3 || mca |
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TO T1 SiO Si1

So1 So2 So3

So0

¢




A4. & MY 2 =H0| ZFeHX| TTSHA L.

<Q@FZXH>  FHHIIE| 4 / PLe O|AtQ| ZtH]

INTERNATIONAL ISO
STANDARD 14119
v OHOISE (HEIY R e
v OE% Y
v MZ7tEtet AR
v AE Z FH e d¥ UAS)
Safety of machinery — Interlocking

devices associated with guards —
Principles for design and selection

Sécurité des machines — Dispositifs de verrouillage associés a des
protecteurs — Principes de conception et de choix

TO T1 Si0 Si1 TO T1 Si2 Si3 Si4 Si5 TO Si6 TO Si7 TO Si7
Safety PLC
So0 So1 So2 So3
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Safety Light Curtain (Type -
4 v OIHOIEE (IEC61496-1/2)
v TYPE 4 =& (ZtE| 2| 4 &2
RN =R S =2 PN
0SSD 0SSD
TO T1 Si0 Si1 TO T1 Si2 Si3 Si4  Si5 TO  Si6 TO  si7 TO  Si7
Safety PLC
So0 So1 So2 So3
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v ZH0| Cist D29 43 KM KM3
v KM E2olof BHeliM= 2 1 /
I A -
KM2 KM4
TO T1 Si0 Sit TO T1 Si2Si3 Si4 Sis 0O Si6 O si7 T0O  Si7
Safety PLC
So0 So1 So2 So3
kM1 |[ k2 || kw3 || kw4 | v A= =8 HO|= st 2Z0| MCO|T
2 I\/IC01| Lot 84 AX|E QM=
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TO i1 TO T1 Si2 Si3 Si4 Si5 TO
Safety PLC —\/
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| km1 || km2 || km3 || km4 |

[ 30380v | [ 30380v |
GND o_l o O]l o_l o_| o]l
SR by N M3 5175176
220V AC
o_l o O]l o_l o_| O]l
-=1-=1--1 MC4 -=q-=1-21
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> Input (2 )

o T HA
7 s | Ch
- _—
— I N I N % 0 — aaoR 20,0003/
HOIZE| =0 247 HOJZE| Eof %7 Al- Xl- x1| _6_ | )
NCEE) NeEE Hojzg 2E2g 298 p
B10
T (HZAF M2 2K]) 2,000,000
SW2 Sw4 L2 Kmz2
I - - MTTFd(SW1, SW3) 1,000 (A1 &xX)
— 1 ndiN — -x_z —
HolzE| 6 287 o[ ZE| =0f 9% eenes
B ez Aojzg| ze 2 24g Ch? MTTFd(SW2, SW4) 1,000 (&1 & =x)

> Logic (M)

‘ [ul
s - |
HOIZE| 20 A% H0|ZE| 2o 2% R % (Al--g-xl- X-” _CT>'_ zlk_xl)
INCEE) NCEE) Ho|=E| 2EZ3 L] |
| B10d )
I ? (MZ=AL ®MS ==K])
sw2 swa L2 kM2 §
e — MTTFd(sw1) 1004
LR E =
HO|ZE| £0f £8/% Mo|ZE| 20 A% e 3
iYL = ch2. MTTFd(sw2) 100
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> Output (E3)

SW1 sw3 1 KM1
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- -, 4
- I - I — WL - | Cht —
O|ZE £ 20K Mo|=E| =of ~%| - S| /L=
A mﬂ; 4 4l _«Jc";‘;] #3 ey A|--9-X|- Az 2 |) 20,0002|/4
Hol=E| ZE 22 S—
JEr— AR
sw2 sw4 L2 KM2 (R Z=AF R 2 2X)) 400,000
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5 I L . K — ()| MTTFd(sw1) 200 (M1 &xE)
HOIZE E0f 297 HO|ZE| 20§ 257 m:::
B (NCRE) HolZE| 2E£3 24g
e MTTFd(sw2) 2004 (A1 &)

> MTTFd 2t& (A3 & X)

L4 1. 1 1
X' 1:mrrFac = T ) T — A2 2: MTTFdc2 = 1 T T T
MTTFaswi ™t MlTTFdSW3 + MTTFAL1 T MTTFARM1 MTTFASW2 T MTTFdSW4 T MTTFdL2 = MTTFdRM?2
] 1 1 1 =
n n 1 1 1 1

7000 T 1,000 T 100

200 7000 + 7,000 T 100 T 200
=|58.82year =|58.82year
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%|E DC 2t = 85% %|F DC 2t = 99% %F DC 2t = 99%
11 DCsw1 , DCsw , DCi , DCgmi DCswp | DCsws  DCrp | DCkmp
HE 1: DCancl MTTFdSWi MTTFdSW3 MTdeLllMTTFdKMl XHI_-| 2 - DCavgcl — MTTFdSWZIMTTFdSW4lMTTFdL2lMTTFdKMZ
MTTFdSW1 MTTFdSW3 "MTTFdL1 ' MTTFdKM1 MTTFASW2 ' MTTFdSW4 MTT "MTTFAKM?2
85 n 85 n 99 n n n
_ 1,000 " 1,000 " 100 " 200 _ 1,000 + 1,000 " 100 " 200
1 1 1 1 1 1 1 1
1,000 T 1,000 T 100 T 200 17,000 T 1,000 T 100 T 200

= 97.35% = 97.35%
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PLO| B (1ISO13849-1 Annex K Table K.1 218)

PL ™7}

Category

4

DCavg

None

Low
60=DCavg

Medium
90=DCavg

Low
60=DCavg

Medium
90=DCavg

High
99=DCavg

CCF

ooy 9l

65 = CCF

65 = CCF

65 = CCF

65 = CCF

65 = CCF

3=MTTFd

3.3=MTTFd

3.6=MTTFd

3.9=MTTFd

4.3=MTTFd

4.7=MTTFd

5.1=MTTFd

5.6=MTTFd

6.2<MTTFd

6.8=MTTFd

7.5=MTTFd

8.2=MTTFd

9.1=MTTFd

Medium

10=SMTTFd

11=MTTFd

12=MTTFd

13=MTTFd

15=MTTFd

16=MTTFd

18=MTTFd

20=MTTFd

22=MTTFd

24=MTTFd

27=MTTFd
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High

30=MTTFd

33=MTTFd

36=MTTFd

39=MTTFd

43=MTTFd

47=MTTFd
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62=MTTFd

68=MTTFd

75=MTTFd

82=MTTFd

91=MTTFd

100=MTTFd
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Category 3
+

56= MTTFd < 62
+
DCavg - Mid
+

CCF (658 O|4h
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