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Foreword

This document was prepared by Technical Committee ISO/TC 299, in accordance with the
Agreement on technical cooperation between ISO and CEN (Vienna Agreement).

This third edition cancels and replaces the second edition (ISO 10218-1:2011), which has been
technically revised.

The main changes compared to the previous edition are as follows:

- incorporating safety requirements for industrial robots intended for use in collaborative
applications (formerly, the content of ISO/TS 15066);

S O ZS2lA O] M0 AFESHY| et MHE =20 Ciet & @A S=H(0[T 2] ISO/TS 15066 L&)
- clarifying requirements for functional safety;
7|5 eHHof oot A S =Yl ot A
- adding requirements for cybersecurity to the extent that it applies to industrial robot safety.

HEE 2R QO HEE = AtO|H 22 S FIt
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Introduction

It is important to emphasize that the term Revisions include the following:
“collaborative robot” is not used in ISO this - category 2 §t0pping functions;
document as only the application can be - cybersecurity;

developed, verified and validated as a - definitions and abbreviations;
collaborative application. - details within the information for use clause;

O BMO|ML "sl= 2io|ate 20|2 Abgsix| o - functional safety requirements;

SO M2 ZAXR$t= 7{0| =Q S| - hand-guided control (HGC) requirements;

- markings;
In addition, the term “collaborative operation™ . mechanical strength and stability requirements;
Is not used in this document. - mode selection;

iﬁ%‘ijﬁ OllM= s AE"0lek= E01E AFESH - power and force limiting (PFL) requirements to enable
e collaborative applications;

- power loss requirements;
~hand-guided-controls{HGG)requirements;
- robot classification (Class | and Class II) for functional safety
requirements;
- spaces (maximum, restricted) figures shown in Annex B;
- speed and separation monitoring (SSM) requirements to
enable collaborative applications;
- test methodology to determine the maximum force per
manipulator for Class | robots.

Slide 5 A AAME|D TIE S



ISO 10218-1:2011
1 Scope

2 Normative references

3 Terms and definitions

4 Hazard identification and risk assessment

ISO/DIS 10218-1:2021
1 Scope

2 Normative references

3 Terms, definitions and abbreviations

3.1 Terms and definitions

3.1.1 Robot, robot system, robot application, application
3.1.2 Sub-assemblies and components of robots, robot
systems and robot applications

3.1.3 Controls-related

3.1.4 Program-related

3.1.5 Power-related

3.1.6 Hazard-related

3.1.7 Roles

3.1.8 Functional safety-related

3.1.9 Spaces, zones and distances

3.1.10 Risk reduction measures

3.1.11 Verification and validation

3.2 Abbreviated terms

4 Risk Assessment
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1 Scope

This ISO document specifies requirements for the inherently safe design, protective measures
and information for use of robots for an industrial environment.

This ISO document addresses the robot as an incomplete machine.

This ISO document is not applicable to the following uses and products
- underwater; ‘
- Law enforcement;

- military (defence);
- airborne and space robots, including outer space;
- medical robots;
- healthcare robots; e
- prosthetics and other aids for the physically |mpa|red
- service robots, which provide a service to a person and as such the public can have access;
- consumer products as this is household use to which the public can have access;
- lifting or transporting people;
- mobile platforms;
- tele-operated manipulators;

Slide 7 - A AAME|F DIHT



CE DoC? Dol? EC Type-examination?

Machinery Directive 2006/42/EC (MD) :

Note. 3X} & Q! 7|20 DoC, Dol2| 21Z S 7| 29| S QIM
DoC : Declaration of Conformity

Dol : Declaration Of Incorporation

AoC : Attestation of Conformity

CoC : Certificate of Conformity
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1ISO 10218-1:2011

2 Normative references

3 Terms and definitions

ISO/DIS 10218-1:2021

2 Normative references

3 Terms, definitions and abbreviations

3195
safety-rated zone output
salely-rated oulpul indicating the state of the robol position relative to a safaty-raled soft limit

MOTE For example, the robot position can be inside the zone or outside the zone.

31986

safety-rated monitored stop

condition whera the robol is stoppad with driva power aclive, whils a monitoring system with a specified
sufficient safety parformance ensures that the robot does not move

320

simultaneous motion

motion of bwe or more robols at the same time under the control of a single contral station, and which may be
coordinaled ar may ba synchronous using commaon mathematical correlation

MOTE 1 A teach pendant is an example of a single control station.
MOTE2  Coordination can be done as master/siave.

321

single point of control

ability to operate tha robat such that initiation of rebol motion s only pessible from one source of control and
cannot be overiidden from ancther initiation source

32z
singularity
occurrence whenever the rank of the Jacobian matrix becomes less than full rank

MNOTE Mathematically, in a singular configuration, the joint velocity in joint space can become infinite to maintain
Cartesian velocity. In actual operation, motions defined in Cartesian space that pass near singularities can produce high
axis speeds. These high speeds can be unexpected to an operator.

323

reduced speed control

slow speed control

mode of robet motion contrel where the speed is limited to 250 mmJ's or less

MNOTE Reduced speed is intended to aliow persons sufficient time to either withdraw from the hazardous motion or
Elop the robot.

324

space

threa-dimansional valume

3.24.1

maximum space

space which can be swepl by the moving parts of the robot as defined by the manulacturer plus the space
which can be swepl by the end-eflector and the workpiece

[ISO 8373:1894, definition 4.8.1]
3242
restricted space

portion of the maximum space restricled by limiting devices that establish limits which will not be exceaded

NOTE Adapted from IS0 83731984, definition 4.8.2.

[SOURCE: ISO 12100:2010, 3.28.5, modified — Note 1 to entry has been deleted.]
3.1.11 Verification and validation

3.1.11.1

validation

confirmation, through the provision of objective evidence, that the requirements for a specific
intended use or application (3.1.1.6) have been fulfilled

Note 1 to entry: Validation determines if the specification accomplishes what was intended, e.g. that a
specified limit is acceptable for its purpose. Validation includes functional testing.

[SOURCE: ISO 9000:2015, 3.8.13, modified — Note 1 to entry has been added.]

3.1.11.2

verification

confirmation, through the provision of objective evidence, that specified requirements have been
fulfilled

Note 1 to entry: Verification determines if the design meets its specification, e.g. through review,
measurement, analysis, or inspection.

[SOURCE: ISO 9000:2015, 3.8.12, modified — Note 1 to entry has been added.]

3.2 Abbreviated terms

Abbreviated
Term
term
3P 3-position <3-position enabling device> 5.2.9.1,5.5.3.2,5.5.3.3, Annex C, Annex G
Cat Category 5.3.3, Annex C, Table D.1
5.117,Table1,5.28.2.2,5.2.9.1,53.3,
Class Classification 5.7.1,5.9.1,h),7.5.12.7, Annex C, Table C1,
Annex E, Annex G
EMC Electromagnetic Compatibility 5.3.7, Amnex G
EMI Electromagnetic Interference 5.3.7, Annex A, Annex G
Fupm Force maximum per manipulator 5.1.17.c), Table 1, Annex E
HFT Hardware Fault Tolerance 5.3.3,7.5.12.1, Annex C, Table D.1, Annex G
: Introduction, 3.1.1.2,5.2.9.1,5.5.1.2,
HGC Hand-Guided Control 5.10.2, Annex C, Annex G
M Total mass of moving parts of the 5117, Table 1

manipulator

Effective mass of the payload for the
me robot application (specified maximum 5.1.17, Table 1
payload of the application)

Slide 9

ot



380, Ho| U 20| 310428 2L

1ISO 10218-1:2011

3.10 industrial robot

automatically controlled, re-programmable multipurpose
manipulator, programmable in three or more axes, which
can be either fixed in place or mobile for use in industrial
automation applications

NOTE 1 The industrial robot includes:

— the manipulator, including actuators;

— the controller, including teach pendant and any communication interface
(hardware and software).

NOTE 2 This includes any integrated additional axes.

NOTE 3 The following devices are considered industrial robots for the
purpose of this part of ISO 10218:

— hand-guided robots;

— the manipulating portions of mobile robots;

— collaborating robots.

NOTE 4 Adapted from ISO 8373:1994, definition 2.6.

ISO/DIS 10218-1:2021

3.1.1.2 industrial robot, robot

automatically controlled, re-programmable multipurpose
manipulator(s), programmable in three or more axes, which
can be either fixed in place or fixed to a mobile platform for
use in automation applications in an industrial environment

NOTE 1 The industrial robot includes:

— the manipulator(s), including robot actuators controlled by the robot control;
— the robot control;

— the means by which to teach or program the robot, including any
communications interface(hardware and software).

NOTE 2 to entry: Industrial robot includes any auxiliary axes that are integrated
into the kinematic solution.

NOTE 3 to entry: The following are considered industrial robots;

— the manipulating portions(s) of mobile robots, where a mobile robot consists of
a mobile platform with an integrated manipulator or robot

— robots with hand-guided controls(HGC);

— robots with power and force limited (PFL) functionality;

— robots with built-in speed and separation monitoring(SSM) functionality.

Slide 10 A AAME|D TIE S



robots with hand-guided controls(HGC);

The method consists in allowing the operator
to move the robot by hand-operated device to
transmit motion commands.

The robot system needs to have the following:
- monitored-speed(5.5.2.2); n
- soft axis and space limiting(5.7.4);

- monitored-standstill(5.4.3.3);

- hold-to-run(5.10.2¢) and Annex C.

Monitored-speed which monitored-speed shall
be capable of being configures during
integration in accordance with ISO 10218-2;

Slide 11




robots with built-in speed and separation monitoring(SSM) functionality

Speed and separation monitoring - reduce robot speed(e.g. down to speed zero);

. is increasing safety by specifying the minimum and/or

protective distance between a robot and an operator. - change pose(s) and/or trajectory of the robot.

: the robot and operator may move concurrently - failure to maintain the separation distance, shall
within the safeguarded space. result in, a protective stop.

Collaborative applications using SSM can use a
SPE that detects entrance into a safeguarded space
or that monitors the presence of any person.

When a presence-sensing device like a laser | (W
scanner or a safety radar, is used to define the ey
detection zones, the size and location of the <~
detection zones shall be set so that the separation ot
distance is maintained, even during detection zone |
transitions. —

The SSM can be provided by the robot controller or
by an external protective device, or by a mixture of
both.

Slide 12 Ao A



robots with power and force limited (PFL) functionality;

Accomplishing PFL can be by inherently safe design
or safety functions.

Where PFL is achieved by inherently safe design,
the limits shall be fixed, not adjustable and not
configurable.

Where PFL is achieved by safety functions,

a) the power and force limit values shall be
adjustable; and
b) power and force limit values shall not be
exceeded during operating or when power and force
limit values are exceeded, a protective stop shall be
initiated; and
c) the following safety functions shall be provided:

1) monitored-speed (5.5.2.2);

2) soft axis and space limiting (5.7.4);

3) monitored standstill (5.4.3.3).

Slide 13
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1ISO 10218-1:2011

4 Hazard identification and risk assessment

Annex A contains a list of hazards that can be present with robots. A
hazard analysis shall be carried out to identify any further hazards that
may be present.

A risk assessment shall be carried out on those hazards identified in the
hazard identification. This risk assessment shall give particular
consideration to:

a) the intended operations of the robot, including teaching,

maintenance, setting and cleaning;

b) unexpected start-up;

c) access by personnel from all directions;

d) reasonably foreseeable misuse of the robot;

e) the effect of failure in the control system; and

f) where necessary, the hazards associated with the specific robot

application.

Risks shall be eliminated or reduced first by design or by substitution,
then by safeguarding and other complementary measures. Any residual
risks shall then be reduced by other measures (e.g. warnings, signs,
training).

The requirements contained in Clause 5 derive from the iterative process
consisting of applying safeguarding measures that are described in ISO
12100 to the hazards identified in Annex A.

NOTE 1 1SO 12100 provides requirements and guidance in performing
hazard identification and risk reduction.

NOTE 2 Hazard identification and risk assessment requirements for robot
systems, integration, and installation are covered in ISO 10218-2.

ISO/DIS 10218-1:2021

4 Risk Assessment

A robot manufacturer shall perform a risk assessment in accordance with ISO
12100.

Note 1 1SO 12100 provides requirements and guidance in performing hazard
identification and risk reduction.

Note 2 Annex A contains a list of hazards that can be present with robots.

For robot system, robot application and robot cell requirements, see ISO 10218-
2:2021.

1735 Annex A
1736 (informative)
1737 List of significant hazards

1738  Table A. 1 provides a list of significant hazards for robots before integration into a system.
1739 Note See IS0 10218-2, Annex A for hazards of the robot system, robot application and robot cell.

1740 Note The listin Table A. 1 is derived from IS0 12100:2010, Table B1.

1741 Table A. 1— List of significant hazards

o, | TypeOr Example of hazards

Potential consequences

aaaaaa
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1ISO 10218-1:2011

5 Design requirements and protective measures
5.1 General
5.2 General requirements

5.15 Electrical connectors

ISO/DIS 10218-1:2021

9 Design and protective measures

9.1 Robot design

5.1.1 General

9.1.2 Materials, mechanical strength and mechanical design
5.1.3 Handling, lifting and transportation

9.1.4 Packaging

5.1.5 Stability

5.1.6 Temperature and fire risks

5.1.7 Special equipment

9.1.8 Position holding

5.1.9 Auxiliary axis (axes)

9.1.10 Power loss or change

5.1.11 Component malfunction

9.1.12 Hazardous energy

9.1.13 Electrical, pneumatic and hydraulic parts
5.1.14 Tool centre point (TCP) setting

5.1.15 Payload setting

5.1.16 Cybersecurity

9.1.17 Robot class

5.3.5 Parametrization of safety functions
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ISO/DIS 10218-1:2021
5.1.16 Cybersecurity

A cybersecurity assessment of the robot shall be carried out. If the assessment has identified that a threat can
result in (safety) risk(s), measures to support cybersecurity shall be provided.

These measures shall include the means to prevent unauthorized access to the robot, its hardware, software,
configuration data and the industrial robot application program.

The means to prevent unauthorized access can include providing the following:
- Ability to disable access to communications ports, e.g. TCP/UDP port;
- Ability to change the TCP/UDP port number, e.g. logical connection;
- Authenticated protection of the safety configuration;
- Ability to change the default usernames and passwords;
- Use of encrypted and authenticated protocols.

Note 1 For further information, see ISO/TR 22100-4:2018.
Note 2 For information and requirements about security of industrial automation and control systems,
see IEC 62443 series and IEC TR 63074:2019.

Note. ISO/TR 22100-4:2018 Safety of machinery — Relationship with ISO 12100 — Part 4: Guidance to machinery manufacturers for consideration
of related IT-security (cyber security) aspects
Note. [EC TR 63074:2019 Safety of machinery - Security aspects related to functional safety of safety-related control systems
Note. IEC 62443 Series Industrial communication networks - Network and system security
Slide 16 Ao~ AME|E TE 2
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IEC 62443 Series

IEC TS 62443-1-1

Terminology, concepts
and models

General

IEC TR 62443-1-2

Master glossary of
terms and abbreviations

IEC TS 62443-1-3 IEC TR 62443-1-4

System security IACS security life-cycle

compliance metrics and use-cases

Policies and
procedures

Establishing an industrial
automation and contral
system security program

IEC TR 62443-3-1

IEC TR 62443-2-2

Implementation guidance
for an IACS security
management system

IEC TR 62443-2-3 IEC 62443-2-4

Security program
requirements for IACS
service providers

Patch management in
the IACS environment

E rr
2 Security lechnologies Security risk assessment rsgz};”;;ﬁf:g?d
g’.‘ for industrial automation and system design Saphantn
7] and control svstems securty levels
.t

o IEC 62443-4-1 IEC 62443-4-2

: i

] Product development Technical secunity

= reduinements requirements for IACS

E- componants

o

o

Status
key

= Published

f’ In development

Development planned

,_ﬁ Published (under review) &3 Out for comment/vote =T., Adoption planned

Figure 1 — Parts of the IEC 62443 series
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X| -51 22 MA| -5.1.17 Robot class

Table 1: Robot class

ISO/DIS 10218-1:2021

Maximum force* per

See Annex E for M test methodology.

Robot Total mass per manipulator (Furu) Maximum speed
Class manipulator (M) [kg] P IN] s [mm/s]
| 10 kg and under 50 and under 250 mm/s and under
11 Over 10 kg Over 50 Over 250 mm/s
NOTES:

M is the total mass of the moving parts of the manipulator.

If multiple manipulators are provided, M is per manipulator.

See reference [65] FP 0317 (Mainz Study)for derivation of the 50 N maximum force per
manipulator value (Fupm).

* Maximum force is with a manipulator minimum contact area of 0.5cm? [65] .
Reference [65] FP 0317 (Mainz Study]): the third quartile of the 29 body parts that were
considered (except head and neck) study FP 0317 shows that forces of around 50N are below

pain onset independent of pressure (except needles and knives). Therefore, the 50 N limit can
be applied as a general borderline between robot class | and II.

Class 1 E2 Y A2 AN A 275} Safety FucntionO| H|2| or 2 S22 87
04|1) 5.2.8.2.2 Reduced-speed X 2| 7t&
04[2) 5.7 Limiting robot motion 21 Ef AfSt
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1ISO 10218-1:2011

5 Design requirements and protective measures

5.3 Actuating controls

5.6 Speed control
5.7 Operational modes
5.8 Pendant controls

5.11 Singularity protection

ISO/DIS 10218-1:2021

5.2 Robot controls

5.2.1 General

5.2.2 Protection from unexpected start- up
5.2.3 Singularity

5.2.4 Interlocking functions -1s0 14119

5.2.5 Status indication and warning devices
9.2.6 Labelling

ymbols for actuators (Power)

{2002-10)

oM
i n-push off) [hotd-la-run}
IEC 60417-5010 |EC B0417-5011
{2002-10) (2002-10)
r 1| 1
L S| L J

5.2.7 Single point of control
5.2.7.1 General
5.2.7.2 Direct control
5.2.7.3 External control

9.2.8 Modes

5.2.8.2.1 General

9.2.8.2.2 Reduced-speed

9.2.8.2.3 High-speed

5.2.8.3 Selection, activation and change of the operating mode
5.2.9 Means of controlling the robot

5.2.9.1 General

5.2.10 Means of initiating automatic operation _

Slide 19 2 Of| A E|¢




5 AU HS XX 5222 HEE _529370|20| 7L} 22| 7}53H E|XHEE

ISO/DIS 10218-1:2021
5.2.9.3 Cableless or detachable teach pendant(s)

Teach pendants that have no cables connecting to the robot, or where the cable can be detached, the
following shall be fulfilled:

a) visual indication shall be provided to show that the teach pendant is active, e.g. at the teach pendant display;

b) visual indication shall be provided to indicate which robot the teach pendant is connected (e.g. at the teach pendant display) at the robot;
c) loss of safety-related communication shall result in a protective stop for all robots being controlled when in manual mode(s).

d) restoration of safety-related communication shall not restart robot motion without a separate deliberate action;

e) their emergency stop device(s) shall be in accordance with ISO 13850:2015, 4.3.8;

f) an unambiguous means shall be provided to connect and disconnect robot g0ntrol from the teach pendant (e.g. a positive action by the
operator);

g) safety-related wireless communication (e.g. radio, infra-red) of tea
h) a means shall be provided to prevent confusion between activ
providing stowage).

pendants shall be in accordance with IEC 62745; and
nd inactive emergency stop devices, (e.g. stowage or instructions for

4.3.8 When emergency stop devices are installed on detachable or cableless operator control stations
(e.g. pluggable portable teaching pendants), at least one emergency stop device shall be permanently
available (e.g. in a fixed position) on the machine.

In addition, at least one of the following measures shall be applied to avoid confusion between active
and inactive emergency stop devices:

— device colour changing through illumination of the active emergency stop device;

— automatic (self-actuating) covering of inactive emergency stop devices; where thisis not practicable,

manually-applied covering may be used, provided that the cover remains attached to the operator
control stations;

— provision of proper storage for detached or cableless operator control stations.

The instructions for use of the machine shall state, which measure has been applied in order to avoid
confusion between active or inactive emergency stop device(s). The correct operation of this measure
shall be explained.

Note. IEC 62745:2017 Safety of machinery - Requirements for cableless control systems of machinery
Slide 20 A Oof| ~AME|E
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1ISO 10218-1:2011 ISO/DIS 10218-1:2021

5 Design requirements and protective measures 5.3 Safety functions
5.3.1 General
5.3.2 Functional safety standards
5.3.3 Performance
5.4 Safety-related control system performance 5.3.4 Failure or fault detection
(hardware/software) 5.3.5 Parametrization of safety functions
5.3.6 Communications
5.3.7 Electromagnetic compatibility (EMC)
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1ISO 10218-1:2011

5.4 Safety-related control system performance
(hardware/software)

5.4.1 General

9.4.2 Performance requirement

Safety-related parts of control systems shall be
designed so that they comply with

PL=d with structure category 3 as described in
ISO 13849-1:2006,

or

so that they comply with SIL 2 with a hardware
fault tolerance of 1 with a proof test interval of not
less than 20 years, as described in [EC
62061:2005.

ISO/DIS 10218-1:2021

5.3 Safety functions
5.3.1 General
5.3.3 Performance

The minimum functional safety performance for safety
functions shall be at least one of the following:

- Performance Level (PL) d, category 3 architecture in
accordance with ISO 13849-1:2015;

or

- Safety Integrity Level (SIL) 2, hardware fault tolerance (HFT)
= 1 with a mission time of not less than 20 years, in
accordance with IEC 62061:2015;

or

- Performance Level (PL) d or SIL 2, with a PFH D less than
4.43 x 10-7/h.

Note. PFHD average probability of dangerous failure per hour

Slide 22 A AAME|D TIE S
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Table 2 — Performance levels (PL) Table 3 — Relationship between performance level (PL) and safety integrity level (SIL)

PL Average probability of dangerous failure per hour (PFHp) SIL
1/h PL (IEC 61508-1, for information)
a » 105 to < 10-4 high/continuous mode of operation
b 23 x10-6to=10-5 a No correspondence
- -6
C =10-6tp <3 x w h 1
d 2107 to < 108 1
e 21078 to < 10°7 l d 2 I
e 3
Table 4 — Mean time to dangerous failure of each channel (MTTFp)
MTTFp
Denotation of each channel Range of each channel
L ow 3 years £ MTTFp < 10 vears Key
Medium 10 years < MTTFp < 30 years Fn L Fn o im interconnecting means
High 5! years < Mlg !! ED < 100 years 1 input device, e.g. sensor
NOTE1 The choice of the MTTFp ranges of cach channel ls based on fallure rates found In the ficld as state-of-the-art, T T T L logic
forming a kind of logarithmic scale fitting to the logarithmic PL scale. An MTTFp value of each channel less than three | m | m monitoring
years 1s ot expected to be found For real SRPJCS since this would mean that after one year about 30 % of all systems on L— -I- ————— = devi i
the market will fail and will need to be replaced. An MTTFp value of each channel greater than 100 years 1s not acceptable + N outputdevice; &g matcontactor
because SRB/CS for high risks should not depend on the reliability of components alone. To reinforce the SRE/CS against X TE test equipment
systematic and random failure, additional means such as redundancy and testing should be required. To be practicable, m
the number of ranges was restricted to theee. The lmitation of MTTFp of each channel values to a maximum of 100 years TE OTE e outputofTh
refers tothe single channel of the SRP/CS which carries out the safety function. Higher MTTF pvalues can be used for single Dashed lines represent reasonably practicable fault detection.
components (see Table [n1). s i 2
P Figure 10 — Designated architecture for category 2
NOTE 2 The indicated borders of this table are assumed within an accuracy of 5 %,

Table 5 — Diagnostic coverage (DC)

bC
Denotation Range ; m
/
None DC < 60 % 1" T L1 i 01 Key
e 50 % <DC < 90 % im intercunnr::ctir-lg means
_- x T C cross monitoring
Medium 90 %<DC<99% c 11,12 input device, e.g. sensor

High 99%<DC i L1, L2 logic
NOTE1 For SRP/CS consisting of several parts an average value DCyy for DCis used in Figure §, Clause Gand E.2. i m monitoring
NOTE 2 The choice of the DC ranges s based on the key values 60 %, 90 % and 99 % also established in other standards 12 im N L2 n 02 01,0z outputdevice, e.g. main contactor
(e.g. IEC 61508) dealing with diagnostic coverage of tests. Investigations show that (1 - DC) rather than DC itself is a 'm -l Dashed lines represent reasonably practicable fault detection.
characteristic measure for the effectiveness of the test. [1 - DC) for the key values 60 %, 90 % and 99 % forms a kind of
logarithmic scale fitting to the logarithmic PL-scale. A DCovalue less than 60 % has only slight effect on the rellability of
the tested system and [stherefore called *none”. A DC-value greater than 99 % for complex systems is very hard to achieve. . . . 4
To be practicable, the number of ranges was restricted to four. The indicated borders of this table are assumed within an Figure 11 — Designated architecture for category 3
accuracy of 5 %.
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ISO 13849-1 pL

-

Cat.B Cat. 1 Cat. 2 Cat. 2 Cat. 3 Cat. 3 Cat. 4
DCygnane DG, nane  DCgglow DG, medum  DC,plow  DCoomedium  DCq,q high

Key

PL  performance level

1 MTTFp of each channel = low

2 MTTFp of each channel = medium
3 MTTFp of each channel = high

Figure 5 — Relationship between categories, I]'Cavg, MTTFp of each channel and PL

Table 6 — Simplified procedure for evaluating PL achieved by SRP/CS

Category B 1 2 2 3 3 4
DCavg nomne none low medium low medium high
MTTFp of each channel
st 3 Mot cov- " b b ” Mot cov-
ered ered
: Mot cow- i i Mot cov-
Medium b arad b 4 C C d iy
High N:ﬂv- £ £ > d d d e

Slide 24
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|IEC 62061
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o

Table 3 - Safety integrity levels: target failure values for SRCFs

Safety integrity level

:' Probability of a dangerous Failure per Hour (PFHp) |

3 = 10-8 to < 10-7 _
I 2 =107 to < 10-4 l
| 1 > 108 to < 10-5

Table 7 - Probability of dangerous failure

Hardware fault tolerance

Do

PFHp threshold values (per hour)
that can be claimed for the

subsystem
Category It is assumed that subsystems with the stated category have
the characteristics given below. PFHp [HTTFsubﬁystem=
Tiast: DC) (See Note 1)
1 0 0% To be provided by supplier or use
generic data (sea Annex D)
2 0 B0 % — 90 % 2 10-6
3 1 B0 % — 90 % 22 x 10°7
L) [ =1 60 % - 80 % =23 x10-8
1 =90 % =3 x 108

NOTE 1 The PFH; threshold value is a function of the subsystem MTTF (to be derived by the subsystem
manufacturer or from relevant component data handbooks), test/check cycle time as specified In the safety
requirements specification (this information Is also required for subsystem validation In accordance with 130
138498-2, 3.5) and the diagnostic coverage as shown in this table ({these values are based on the reguirements of

tha categories described in 150 138498-1).

NMOTE 2 Category B in accordance with 130 138489-1 cannot be considerad sufficient to achieve SIL 1.
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52 Annex C
33 (normative)
5 Safety functions
535  Table C.1 details the robot safety functions that shall be in accordance with 5.3.3, except Class |
56 robot (5.1.17) safety functions which may be at least PLb or SIL 1. Table C.2 contains the safety
57  functions which may be provided with different functional safety performance. Mandatory OR
' . . Clause | Conditional OR | 52 fctx::]:cllon Possible Triggering Event Intended Result
38 Note The robot application can require safety function{s) meeting PLe (Cat 3 or Cat4) or SIL 3 Optionall
39 (HFT 1).
Conditional Change robot speed (eg down to speed
speed and Position of the human relative o zorn)
70 Table C. 1 — Rob« Mandatory OR required for separation  |the robot is such that the robotwill
Clause | Conditional OR SaferiFuncllon Possible Triggering Event Intended Re: | 5-10-3 | robots with S5M monitoring | notbe able to stop before coming Change pose(s] and/or trajector
Opti 1 ama | safety functions/ g cf . Bep ¥
ptional (SSM) in contact with the human ofthe robot
Mandatory OR Safety Functl capabilitics
Clause | Conditional OR | 33 ewNa;I:f i Possible T1 Energy supply is switched on One or more of the following:
Optionall ’
P 5511 Mandatory start interlock R No motion until there 1s: » Protective Stop (5.4.3).
After an Interruption and Exceeds the set limit(s)
Robot powe = = * Stop the robot, then move toa position
5.1.8 Optional | position holding thé Yol Ch:t““:r“n“l::f :’::";] C°[“":j‘:°“:'ﬂ o where the \tmlLl‘ is - ux{;u:én}d.Thun,
nge i [5.5. 5.10.4 | required for ower and force cause a protective stop (5.4.3)ora
Conditional OR robots by safety P limiting monitored standstill (5.4.3.3)
52.4 ifinterlocking i locki Opening or re| 5.5.1.2 Mandatory  |restart interlock No motion until there is: functions
PR functions are nterlocking [eg After a protective stop while in Monitorsto prevent exceedingthe | * Stop the robot, hold position
provided manual mode limit(s) (monitored standstill). Ivis permitted
for the robot to automatically go into a
Protective stop (5.4.3) il force and torgue-free state
manual mode, gue-Tree state
5.2.8.2.1| Mandatory - Change of moc execeded At tolowia
genera 5.5.2.1 Mandatory reduced-speed Selecting manual mode Prevent the robot from ) B
52.82.2 Mandatory for | manual mode, Manual mod limit by slowing or stopp 1) znlltt::lt. l;l::i:.;llllli t‘r :ﬂgurui position
= Class Il robots | reduced-speed e stop) before thelimit | 5.1.8 G et et manni 1specified time;
Conditional Conditional Robot exceeds the configured Protective stop (5.4.3) 1 | 5.4.33 Giorei control device, safety function 7 Monitored standstill, (5433);
pquired for limnit. exceeded monitore 3) Robotdoes not move from the
= required for | manual mode, i ks Annex Optional osition i y
5.2.8.2.3 high-speed high-speed Manual mode, | « HGC[5.10.2) 171 p configured position
manual mode » PFL by safety monitored- Continuous monitoring untl Optionally, a safety vutput changes state,
5522 | functions speed reaching the point where a stop Prevent the robot from Robotis in a Category 2 stop
Conditional (5.10.4) chall be initiated so that the limit by slowing or stopy (monitored standstill) at the Robot does not move from the
required if there » Seealso configured limit will not be stop) before the lmit configured position configured position
- is a change in y Position exceeded
5.2.83 activerisle | Mede activation | Activation of holding (5.1.8) 7.5.5 Exceed the limit. Protective stop (5.4.3)
mdunl\”“ with T ini enabling device | Release or compression of the 39 SLDP‘““il pru?_-n;t:nan 1 [Anmax & Optional stopping time | geach the point where a stop shall | Prevent the robot from exceeding the set
muode activation 5. andatory function enabling device ';2‘-"3::“ of other ?Inn}il Annex 1 limiting be Initiated sothat the limit shalll limit by slowing the robot or by a
zards are controlle  axcaade ective
Internal safeb L7.2 not be exceeded protective stop (5.4.3)
B Only robots in the same
Conditional selacted for simultane | 755 Exceeding the limit. Protective stop (5.4.3)
543 Mandatory protective stop | 40 ofa 56 Required for restriction of Selection of robots to be under AND Annex H
which 15 cc simultancous | robot selection simultaneous control | Annex1 Optional stopping Reach the point where a stop shall | Prevent the robot from exceeding the set
rotectit control Any robot not selected distance Umiting| be injtiated so that the limitshall limit by slowing the robot or by a
P monitored stan | 1.7.2 not be exceeded protective stop [5.4.3)
Conditional Conditional : Exceed the limit Protective stop |
required for a 7 i electro- =
| 5.7.3 n_.\{ulr\\_d US4 | nechanical axis Rﬂal:h‘ml.' poiit wherd g o cl 1 Mandatory: shall be provided.
* HGC (5.10.2) the means of axis 3 B 1 active
Triggering of a Tlimitin be initiated so that the limitwill Protective stop | Z
without PFL ARl protectiv limiting & not be exceaded Conditional: shall be provided if certain conditions are met according to referenced clause
ective
54.3.3 q Optional: not required and can be provided as an option.
b L FFL Lbly salety standstill command, th Conditional Exceed the limit. Protective stop [ P 9 P P
unctions
(5.10.4) u required for | cand | Notexceed the limit(s) Reach the
2 Slt‘ uI-Lat T 574 |s HGC([5.102) space limiting point where a stop shallbe Prevent the robot from exceeding the set
“Ll L‘; 5 » PFL (5.10.4) by initiated sothat the limit willnot | limit by slowing or protective stop (5.4.3)
motion [5.
safety functions be exceeded
Exceed the limit. Protective stop (5.4.3)
Not exceed the limit(s) N g . i
575 Optional o i revent the robot from exceeding the set
P o Reach the point where a stop shall limit by slowing or a protective stop
be initiated so that the limitwill (5.43)
not be exceeded o
Conditional e W .
5102 required for lmi::;-ar:.m Release of h::ilﬂ run control Protective stop (5.4.3)

robots with HGC
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5. A Sl HS XX| -5.3 Q2T 7|5 - 535 Parametrization of safety functions

5.3 Safety functions

5.3.5 Parametrization of safety functions
Note Correct operation of safety function is based on

proper and reliable setting of a safety-related

parameter(s) used in the safety function(s), especially
for safety-related application software.

5.3.6 Communications

Table 2: Robot network - countermeasure requirements

ISO/DIS 10218-1:2021

rasEivsion Repetition | Deletion | Insertion | Resequence | Corruption | Delay | Masquerade
Category
1 + + + +4 + =
2z ++ ++ ++ + 4 ++ -
3 ++ ++ ++ ++ ++ ++ ++

Key

Threat can be neglected.
+ Threat exists, but rare; weak countermeasures sufficient.
++ Threat exists; strong countermeasures required.

MOTE The term: "masquerade” means that the true source of a message is not correctly identified. For
example, a message from a non-safety element is incorrectly identified as a message from a safety
element. [Source: |[EC 61508-2:2010, 7.4.11.1]
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|IEC 61784-3

ﬁ 7 | % — 5.3.6 Communications

Safety measures

Table 1 — Overview of the effectiveness of the various measures on the possible errors

Communication
errors

Sequence number

(see 5.4.2)

Time stamp

(see 5.4.3)

Time expectation
(see 5.4.4)

Connection
authentication
{see 5.4.5)
Feedback message
(see 5.4.6)

Data integrity

assurance
(see 5.4.7)
Redundancy with

(see 5.4.8)
Different data

cross checking
integrity assurance

systems
(see 5.4.9)

Corruption

(see 5.3.2)

>
o

Only for
serial

bus®

Unintended
repetition

(see 5.3.3)

Incorrect sequence

(see 5.3.4)

Loss

(see 5.3.5)

Unacceptable delay

(see 5.3.6)

Insertion

(see 5.3.7)

xe X

Masquerade

(see 5.3.8)

Addressing
(see 5.3.9)

X

Note. IEC 61784-3 Industrial communication networks — Profiles — Part 3: Functional safety fieldbuses — General rules and profile definitions
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1ISO 10218-1:2011

5 Design requirements and protective measures

5.4 Safety-related control system performance
(hardware/software)
5.5 Robot stopping functions

5.9 Control of simultaneous motion

ISO/DIS 10218-1:2021

5.4 Robot stopping functions
5.4.1 General

9.4.2 Emergency stop

9.4.3 Protective stop

5.4.4 Other stop

5.5 Other safety functions

5.5.1 Start and restart interlocking
5.5.2 Speed limit(s) monitoring
5.5.3 Enabling function

5.6 Simultaneous motion
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1ISO 10218-1:2011

5.5 Robot stopping functions
5.5.1 General

ISO/DIS 10218-1:2021

5.4 Robot stopping functions
5.4.1 General

Table 1 — Comparison of emergency and protective stops 5 Table 1 — Comparison of the stop functions
Parameter Emergency step Protective stop
Location of initiation | Operator has quick, unobstructed sccess | For protective devices, the location is determinad 2
e by the minimum {eafe) distanca formulas described Parameter Other stop Emergency stop Protective stop
in 150 13855
Initigtion Manual Manual. automatic or may be avtomatically inltiated . ,
by 2 esfaty-relatad function Purpose Stop plng, on/off Emergency Safeguarding
Safety-related contral | Shall meet performance requirement in 5.4 | Shall mest performance requirement in 5.4 Stop the robot or Safely control the saleguarded hazard(s) in
ayatem performance its hazard ous . T accordance with
R : " s panuel me i Effect functions, then Ra Iillw".‘l_lnil'.ri'?rﬂ::u[ gl either 5.4 3.1 [protective stop, general) or
gl cokcicaiial AR SR remove energy to afliata 5.4.3.3 (monitored standstill safety function)
Use frequency Infrequent ‘“anable; from every operation to infrequent actuators
Purpoze Emergency Safaguarding or risk reduction Manual, automatic or may be automatically
f f Initiation Manual Manual Initiatadb foty Functl
Effect Remova energy sources 1o all hazards Safaly control the eafeguarded hazard(a) initiated by a safety function
Stop category in
accordance with 0orl Dorl 0,lor2
IEC 60204-1
Safety-related
See performance prat
control system Not required e et T ARFaE LG See performance requlrement o 5.3,
perrﬂrlllahce requircmern 1 AN -
Manual or automatic
Reset Not appliable Manual only Can vary with each safety function that inftiates a
protective stop
Use frequency Frequent I — Variable: from on-going (Le. internal robot safety

functions) w infrequent
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1ISO 10218-1:2011

5 Design requirements and protective measures

5.10 Collaborative operation requirements

5.12 Axis limiting
5.13 Movement without drive power
5.14 Provisions for lifting

[

ISO/DIS 10218-1:2021

9.7 Limiting robot motion

5.7.1 General

9.7.2 Mechanical axis limiting devices

9.7.3 Electro-mechanical axis limiting devices
5.7.4 Soft axis and space limiting

9.7.5 Dynamic limiting

9.8 Movement without drive power
9.9 Lasers and laser equipment

5.10 Capabilities for collaborative applications

5.10.1 General

5.10.2 Hand-guided controls (HGC)

5.10.3 Speed and separation monitoring (SSM)

5.10.4 Power and force limiting (PFL) by inherent design or
safety function(s)
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U EHS KXo HB

ISO/DIS 10218-1:2021

6 Verification and validation of safety requirements 6 Verification and validation of safety requirements and
and protective measures
6.1 General

6.2 Verification and validation methods
6.3 Required verification and validation

Annex F
(normative)

Means of verification of the safety requirements and measures

Table F.1 lisis specific performance requirements that are identified as essential 1o the safety of the robot that
shall be verified or validated. or both.

See 6.3 for notes on using this table

Table F.1 — Means of verification of the safety requirements and measures

Verification and/or validation
Subcl, safaty i andior methed (see 6.2)
alefc[o]el[F]s
52 General requirements
52.1 Fixed or moveable guards are installed to prevent exposure o X X
oE hazards such as shafts, gears, drive belts, or linkages
& Fixed guards intended to be removed for routine service have
52.1 : X X
captive hardware
Movable guards are interlocked with the hazardous movements in
521 such a way that the hazardous movements come to a stop before X X X | X
the hazards can be reached
52.1 The safety-related control systemn performance of an interlocking X
e system conforms to 5.4
522 Loss of, or unstable power does not result in 8 hazard X X X
522 Re-initiation of power does not initiate motion X X X
Loss or change of electrical, hydraulic, pneumatic or vacuum
522 - X X
power does not result in & hazard
522 Additional protective measures are taken to protect against X x
hE hazards not protected by design
5 Unprotected hazards of the expected use are identified in the
522 A = X | X
information for use
Robot components are designed, consirucied, secured, ar
52.3 contained so that hazards caused by breaking or loosening, or X | X X
releasing stored energy are minimized
Capabiity to lock or secure in the de-energized position isolated
LB hazardous energy to the robot 3 [ * *
535 Means provided for the controlled release of stored hazardous X X X
enargy
525 A label is affixed to identify the stored energy hazard X
Expected effects of electromagnetic interference (EMI), radio
528 i {RFI} and ic di {ESD) do X | X X
not initiate hazardows motion
The robot elecirical i is d d and din
5 uip
AZL accordance with the relevant requirements of IEC 60204-1 % x & x

protective measures

6.1 General

6.2 Verification and validation .

1908
1909

Annex G
(normative)

1910 Means of verification and validation of the design and protective

1911

measures

1912  Table G.1 lists specific performance requirements that shall be verified or validated, or
1913 both. Table G.1 lists acceptable methods for verification, validation or both of each listed
1914  requirements from Clause 5.

1915 Verification and validation, in accordance with Clause 5, shall be per

1916  more of the below methods.

ormed using one or

1917 A visual inspection;
1918 B practical test(s);
1919 C  measurement;
1920 D observation during operation;
1921 E review of schematics, circuit diagrams and design material;
1922 F  review of risk assessment;
1923 G review of specifications and information for use.
1924 Table G. 1 — Means of verification and validation of the design requirements and
1925 protective measures in Clause 5
Method
Clause Applicable design requirements and/or protective measures
AlB[c[DpE[F[G
5.1 Robot Design
511 In accordance with the principles of IS0 12100 for identified hazards l ] l IX ] ]X IX
Materials, mechanical strength, and mechanical design
F:ulnres dn.a- to fatigue and wear do not lead to a hazardous situation for ¥l |x |x X
intended lifecycle
Materials
Appropriate for the intended use XX X
Do not endanger persons' safety or health X X
Are non-toxicin all reasonably foreseeable conditions of use XX
Are not prone to brittle fracture, excessive deformation, or emission of ¥ |x
toxic or flammable fumes
Retain their properties in the reasonably foreseeable range of climatic and
5.1.2.2 : A 4 2 s XXX (X X
workplace conditions, including temperature variations or sudden changes
'Where fluids are used, machinery is designed and constructed to prevent
5.1.21 AR e - o) = XX XX
risks due to filling, use, recovery or draining
: Ollo-”A |(7<)I:I I-I'é'l
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1ISO 10218-1:2011

7 Information for use

7.1 General

7.2 Instruction handbook
7.3 Marking

ISO/DIS 10218-1:2021

7 Information for use
7.1 General
7.2 Signals and warning devices
7.3 Marking
7.4 Signs (pictograms) and written warnings
7.5 Instruction handbook
7.5.1 General
7.5.2 |dentification
7.5.3 Intended use
7.5.4 Installation
7.5.5 Stopping
7.5.6 Commissioning and programming
7.5.7 Operation and setting
7.5.8 Singularity
7.5.9 Hazardous energy
7.5.10 Movement without drive power
7.5.11 Cybersecurity
7.5.12 Functional safety
7.5.13 Teach pendants
7.5.14 Integration into a robot system
7.5.15 Maintenance
7.5.16 Protection against electrical shock
7.5.17 Abnormal and emergency situations
7.5.18 Handling, lifting and transportation
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7.5.12.1 General

7.5.12.2 Software and safety-related parametrization of software
The following information about safety-related parametrization of software shall be
provided:
a) how safety parameters are secured;
b) safety functions affected by manually set parameters, such as payload, TCP;
c) what robot safety function(s) are included in the identifier (e.g. checksum);
d) how to view and document the settings and parameters;

7.5.12.3 Response time of safety functions
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7.5.12.4 Stop functions including emergency stop 7.5.12.8 Axis limiting

For all stop functions, the stop category (i.e. Axis limiting capabilities (e.g. mechanical limiting,
category 0, 1 or 2) in accordance with IEC 60204- electro-mechanical limiting, soft axis and space
1 shall be provided. limiting safety function(s)) and how to use these

capabilities shall be described and provided.
7.5.12.5 External inputs & outputs

Information about the specification of each 7.5.12.9 Position holding device(s)

external input and output provided and the fault b) description of the holding capability (5.1.8)
detection measures implemented as well as including:

instructions for the provision of external fault - the maximum distance of movement(s) when the
detection means if required position holding device is engaged;

- instructions for how to test the movement.
7.5.12.6 Operating modes
Instructions and warnings that the reduced-speed
manual mode tasks should, where practicable, be
performed with all operators outside the
safeguarded space

7.5.12.7 Enabling device(s)
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ANNEX

1ISO 10218-1:2011

Annex A (informative) List of significant hazards
Annex B (normative) Stopping time and distance
metric

Annex C (informative) Functional characteristics of
three-position enabling device

Annex D (informative) Optional features

Annex E (informative) Labelling

Annex F (normative) Means of verification of the
safety requirements and measures

ISO/DIS 10218-1:2021

Annex A (informative) List of significant hazards

Annex B (informative) lllustrations spaces

Annex C (normative) Safety functions

Annex D (normative) Required safety function information
Annex E (normative) Test methodology for Class | robots -
maximum force per manipulator (FMPM)

Annex F (informative) Symbols

Annex G (normative) Means of verification and validation of
the design and protective measures

Annex H (normative) Stopping time and distance
measurement

Annex | (informative) Optional features

Annex ZA (informative) Relationship between this European
Standard and the essential requirements of Directive
2006/42/EC aimed to be covered
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Annex D (normative) Required safety function information - Safety Function Information Table

1776 Annex D
1777 (normative)
1778 Required safety function information
1779  The safety function information shall be provided in accordance with Clause 7.5.11. Table D. 1 is an example format that can be used to present the
1780  information for each safety function. More information may be provided.
1781 Table D. 1 — Safety function information example
Intended result 3 &
- Stop Category : Assumptions Functional safety Response
= g Ry 2 - o Reaction on Reset e = H
- s Safety = ¥ i ‘S B = = & description, detected fault in | required & Conditions | § Eg performance time(s),
Chmea | 88 | fonction 523 Triggering | L Z |2 E ifapplicable | " o o i “q of use gk See NOTE 1 PFHD Test rate
if applicable) 2 & = = event B (& fety f 5 5
T 2| mname 2E &5 |EH =S| pLand | SiLand
=+ 5ee NOTE 2 See NOTE 3 S5ee NOTE 4 S5ee NOTE 5 = See NOTE &
Category HFT
Example:
54.3.1 ¥es | Protective 'g internal safety| robot | = |Stop Categery 2| Robot stops. | configurable: |1) external Pld, Cat 3 1.20E-0F | Time to stop
stop 4 8 function or ‘E While stopping | automatic or pratective without depends on
or "E g = external E trafectary is manual reset device fulfills g external  |stopping time
“safequard | 3, E E protective = maintained. Upen |  Reset at same "y: protective safety
stop”™ b= - 3 device E stopping, a teach functional E device Sfunction
83 3 é manitored pendant or by safety setting
E standstill occurs. use af an requirements
external input |2) dual inputs
NOTES 1 Inaccordance witheither 150 13849-1 or IEC 62061
2 Stop category according [EC 60204-1. If applicable, as described in [EC 61850-5-2.
3 Forexample inhibit restart. 5ee 5.3.4 for Failure or fault detection.
4  Example: Where is the reset? [s the reset is manual or automatic.
5  Assumptions: Nop shared outputs, fault exclusion, and any resulting installation requirements that lessen a fault...
Conditions of use: configuration parameters, maximum activation frequency, diagnostics tests...
6 Describe applicable response time(s), test rate(s) or both.
1782
@150 2021 - All rights reserved 71
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Safe Torque Off

Stop Category O :
Machine Actuators2| 52X Q1 ™ AKX TH| 2|5) FX|

0 t, t

Safe Stop 1

Stop Category 1 :
Machine Actuators@| & 0| S5 & SEfOIA 7| A 7t
BA| = ©RO| KpE

Safe Stop 2

Stop Category 2 :
Machine Actuators2| & 2l CI7HEl AEfO A FX]
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