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This document was prepared by Technical Committee ISO/TC 299, in accordance with the
Agreement on technical cooperation between ISO and CEN (Vienna Agreement).

This third edition cancels and replaces the second edition (ISO 10218-1:2011), which has been
technically revised.

The main changes compared to the previous edition are as follows:

- incorporating safety requirements for industrial robots intended for use in collaborative
applications (formerly, the content of ISO/TS 15066);

협업 애플리케이션에 사용하기 위한 산업용 로봇에 대한 안전 요구사항 통합(이전의 ISO/TS 15066 내용)

- clarifying requirements for functional safety;
기능 안전에 대한 요구사항을 명확히 하는 것

- adding requirements for cybersecurity to the extent that it applies to industrial robot safety.
산업용 로봇 안전에 적용되는 사이버 보안 요건을 추가.

Foreword

엠에스엔티㈜ 민철휘



변경사항

Slide 5

It is important to emphasize that the term 
“collaborative robot” is not used in ISO this 
document as only the application can be 
developed, verified and validated as a 
collaborative application. 
이 문서에서는 "협동 로봇"이라는 용어를 사용하지 않
는다는 점을 강조하는 것이 중요합니다.

In addition, the term “collaborative operation” 
is not used in this document.
또한 이 문서에서는 "협동 작업"이라는 용어를 사용하
지 않습니다.

Introduction

Revisions include the following:
- category 2 stopping functions;
- cybersecurity;
- definitions and abbreviations;
- details within the information for use clause;
- functional safety requirements;
- hand-guided control (HGC) requirements;
- markings;
- mechanical strength and stability requirements;
- mode selection;
- power and force limiting (PFL) requirements to enable 
collaborative applications;
- power loss requirements;
- hand-guided controls (HGC) requirements;
- robot classification (Class I and Class II) for functional safety 
requirements;
- spaces (maximum, restricted) figures shown in Annex B;
- speed and separation monitoring (SSM) requirements to 
enable collaborative applications;
- test methodology to determine the maximum force per 
manipulator for Class I robots.
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This ISO document specifies requirements for the inherently safe design, protective measures 
and information for use of robots for an industrial environment.

This ISO document addresses the robot as an incomplete machine.

This ISO document is not applicable to the following uses and products:
- underwater;
- Law enforcement;
- military (defence);
- airborne and space robots, including outer space;
- medical robots;
- healthcare robots;
- prosthetics and other aids for the physically impaired
- service robots, which provide a service to a person and as such the public can have access;
- consumer products as this is household use to which the public can have access;
- lifting or transporting people;
- mobile platforms;
- tele-operated manipulators;

1 Scope
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CE DoC? DoI? EC Type-examination?
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Note. 3자 승인기관이 DoC, DoI의 인증을 기관의 승인서를 발행한 것을 AoC 또는 CoC라고 한다.

DoC : Declaration of Conformity

DoI : Declaration Of Incorporation

AoC : Attestation of Conformity

CoC : Certificate of Conformity

DECLARATION OF CONFORMITY

기계류에대한인증형태

기계류란인간이나 동물의 힘이 직
접 가해지지 않는 구동장치에 설치
되거나 설치되도록 설계되고,  최소
하나이상의이동가능한연결부품또
는구성품으로구성되어특정용도를
위해연결된조립체를의미한다. 외

DECLARATION OF INCORPORATION OF 
PARTLY COMPLETED MACHINERY

부분품기계류에대한인증형태

부분품기계류란, 기계류에가까우나
그자체로는특정용도를수행할수없
는조립체를의미한다. 

EC형식검사

인증대상이 Annex IV에포함되는제품
이라면 3자기관을통해서인증평가를
받아야한다.

예) 
8. Portable chainsaws for woodworking.
16. Vehicle servicing lifts.
21. Logic units to ensure safety functions.

DoC DoI EC type-examination

Machinery Directive 2006/42/EC (MD) : 인증형태

e.g. ISO 10218-2 e.g. ISO 10218-1
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

2 Normative references

3 Terms and definitions

2 Normative references

3 Terms, definitions and abbreviations
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

3.10 industrial robot
automatically controlled, re-programmable multipurpose
manipulator, programmable in three or more axes, which
can be either fixed in place or mobile for use in industrial
automation applications

NOTE 1 The industrial robot includes:
⎯ the manipulator, including actuators;
⎯ the controller, including teach pendant and any communication interface 
(hardware and software).

NOTE 2 This includes any integrated additional axes.

NOTE 3 The following devices are considered industrial robots for the 
purpose of this part of ISO 10218:
⎯ hand-guided robots;
⎯ the manipulating portions of mobile robots;
⎯ collaborating robots.

NOTE 4 Adapted from ISO 8373:1994, definition 2.6.

3.1.1.2 industrial robot, robot
automatically controlled, re-programmable multipurpose 
manipulator(s), programmable in three or more axes, which 
can be either fixed in place or fixed to a mobile platform for 
use in automation applications in an industrial environment

NOTE 1 The industrial robot includes:
⎯ the manipulator(s), including robot actuators controlled by the robot control;
⎯ the robot control;
⎯ the means by which to teach or program the robot, including any 
communications interface(hardware and software).

NOTE 2 to entry: Industrial robot includes any auxiliary axes that are integrated 
into the kinematic solution.

NOTE 3 to entry: The following are considered industrial robots;
⎯ the manipulating portions(s) of mobile robots, where a mobile robot consists of 
a mobile platform with an integrated manipulator or robot
⎯ robots with hand-guided controls(HGC);
⎯ robots with power and force limited (PFL) functionality;
⎯ robots with built-in speed and separation monitoring(SSM) functionality.

엠에스엔티㈜ 민철휘



robots with hand-guided controls(HGC);
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The method consists in allowing the operator 
to move the robot by hand-operated device to 
transmit motion commands.

The robot system needs to have the following:
- monitored-speed(5.5.2.2);
- soft axis and space limiting(5.7.4);
- monitored-standstill(5.4.3.3);
- hold-to-run(5.10.2c) and Annex C. 

Monitored-speed which monitored-speed shall 
be capable of being configures during 
integration in accordance with ISO 10218-2;

Safety Function

엠에스엔티㈜ 민철휘



robots with built-in speed and separation monitoring(SSM) functionality
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Speed and separation monitoring
: is increasing safety by specifying the minimum 
protective distance between a robot and an operator.
: the robot and operator may move concurrently 
within the safeguarded space.

Collaborative applications using SSM can use a 
SPE that detects entrance into a safeguarded space 
or that monitors the presence of any person.

When a presence-sensing device like a laser 
scanner or a safety radar, is used to define the 
detection zones, the size and location of the 
detection zones shall be set so that the separation 
distance is maintained, even during detection zone 
transitions. 

The SSM can be provided by the robot controller or 
by an external protective device, or by a mixture of 
both. 

- reduce robot speed(e.g. down to speed zero); 
and/or
- change pose(s) and/or trajectory of the robot.
- failure to maintain the separation distance, shall 
result in, a protective stop.

엠에스엔티㈜ 민철휘
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robots with power and force limited (PFL) functionality; 

Accomplishing PFL can be by inherently safe design 
or safety functions.

Where PFL is achieved by inherently safe design, 
the limits shall be fixed, not adjustable and not 
configurable.

Where PFL is achieved by safety functions, 

a) the power and force limit values shall be 
adjustable; and 
b) power and force limit values shall not be 
exceeded during operating or when power and force 
limit values are exceeded, a protective stop shall be 
initiated; and 
c) the following safety functions shall be provided:

1) monitored-speed (5.5.2.2);
2) soft axis and space limiting (5.7.4);
3) monitored standstill (5.4.3.3).

엠에스엔티㈜ 민철휘



4. 위험성평가
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

4 Hazard identification and risk assessment

Annex A contains a list of hazards that can be present with robots. A 
hazard analysis shall be carried out to identify any further hazards that 
may be present.

A risk assessment shall be carried out on those hazards identified in the 
hazard identification. This risk assessment shall give particular 
consideration to:

a) the intended operations of the robot, including teaching, 
maintenance, setting and cleaning;
b) unexpected start-up;
c) access by personnel from all directions;
d) reasonably foreseeable misuse of the robot;
e) the effect of failure in the control system; and
f) where necessary, the hazards associated with the specific robot 
application.

Risks shall be eliminated or reduced first by design or by substitution, 
then by safeguarding and other complementary measures. Any residual 
risks shall then be reduced by other measures (e.g. warnings, signs, 
training).

The requirements contained in Clause 5 derive from the iterative process 
consisting of applying safeguarding measures that are described in ISO 
12100 to the hazards identified in Annex A.

NOTE 1 ISO 12100 provides requirements and guidance in performing 
hazard identification and risk reduction.

NOTE 2 Hazard identification and risk assessment requirements for robot 
systems, integration, and installation are covered in ISO 10218-2.

4 Risk Assessment

A robot manufacturer shall perform a risk assessment in accordance with ISO 
12100.

Note 1 ISO 12100 provides requirements and guidance in performing hazard 
identification and risk reduction.

Note 2 Annex A contains a list of hazards that can be present with robots.

For robot system, robot application and robot cell requirements, see ISO 10218-
2:2021.
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5.설계및보호조치 – 5.1 로봇설계
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

5 Design requirements and protective measures 
5.1 General 
5.2 General requirements
5.3 Actuating controls
5.4 Safety-related control system performance 
(hardware/software)
5.5 Robot stopping functions
5.6 Speed control
5.7 Operational modes 
5.8 Pendant controls 
5.9 Control of simultaneous motion 
5.10 Collaborative operation requirements 
5.11 Singularity protection 
5.12 Axis limiting 
5.13 Movement without drive power
5.14 Provisions for lifting
5.15 Electrical connectors 

5 Design and protective measures 
5.1 Robot design 
5.1.1 General 
5.1.2 Materials, mechanical strength and mechanical design 
5.1.3 Handling, lifting and transportation 
5.1.4 Packaging 
5.1.5 Stability 
5.1.6 Temperature and fire risks 
5.1.7 Special equipment 
5.1.8 Position holding
5.1.9 Auxiliary axis (axes) 
5.1.10 Power loss or change 
5.1.11 Component malfunction 
5.1.12 Hazardous energy 
5.1.13 Electrical, pneumatic and hydraulic parts 
5.1.14 Tool centre point (TCP) setting 
5.1.15 Payload setting
5.1.16 Cybersecurity
5.1.17 Robot class 

5.3.5 Parametrization of safety functions
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5.설계및보호조치 – 5.1 로봇설계 – 5.1.16 Cybersecurity
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5.1.16 Cybersecurity

A cybersecurity assessment of the robot shall be carried out. If the assessment has identified that a threat can 
result in (safety) risk(s), measures to support cybersecurity shall be provided. 

These measures shall include the means to prevent unauthorized access to the robot, its hardware, software, 
configuration data and the industrial robot application program.

The means to prevent unauthorized access can include providing the following:
- Ability to disable access to communications ports, e.g. TCP/UDP port;
- Ability to change the TCP/UDP port number, e.g. logical connection;
- Authenticated protection of the safety configuration;
- Ability to change the default usernames and passwords;
- Use of encrypted and authenticated protocols.

Note 1 For further information, see ISO/TR 22100-4:2018.
Note 2 For information and requirements about security of industrial automation and control systems,
see IEC 62443 series and IEC TR 63074:2019.

Note. ISO/TR 22100-4:2018 Safety of machinery — Relationship with ISO 12100 — Part 4: Guidance to machinery manufacturers for consideration 
of related IT-security (cyber security) aspects
Note. IEC TR 63074:2019 Safety of machinery - Security aspects related to functional safety of safety-related control systems
Note. IEC 62443 Series Industrial communication networks - Network and system security 

ISO/DIS 10218-1:2021
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5.설계및보호조치 – 5.1 로봇설계 – 5.1.16 Cybersecurity
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IEC 62443 Series
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Class 1 로봇일경우규격에서요구하는 Safety Fucntion이제외 or 낮은등급을요구한다.
예1) 5.2.8.2.2 Reduced-speed 제외 가능
예2) 5.7 Limiting robot motion 선택사항…

ISO/DIS 10218-1:2021

5.설계및보호조치 – 5.1 로봇설계 – 5.1.17 Robot class 
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5.설계및보호조치 – 5.2 로봇컨트롤
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

5.2 Robot controls 
5.2.1 General 
5.2.2 Protection from unexpected start- up 
5.2.3 Singularity 
5.2.4 Interlocking functions - ISO 14119

5.2.5 Status indication and warning devices 
5.2.6 Labelling 

5.2.7 Single point of control 
5.2.7.1 General
5.2.7.2 Direct control
5.2.7.3 External control

5.2.8 Modes 
5.2.8.2.1 General
5.2.8.2.2 Reduced-speed
5.2.8.2.3 High-speed
5.2.8.3 Selection, activation and change of the operating mode

5.2.9 Means of controlling the robot 
5.2.9.1 General

5.2.10 Means of initiating automatic operation

5 Design requirements and protective measures 
5.1 General 
5.2 General requirements
5.3 Actuating controls
5.4 Safety-related control system performance 
(hardware/software)
5.5 Robot stopping functions
5.6 Speed control
5.7 Operational modes 
5.8 Pendant controls 
5.9 Control of simultaneous motion 
5.10 Collaborative operation requirements 
5.11 Singularity protection 
5.12 Axis limiting 
5.13 Movement without drive power
5.14 Provisions for lifting
5.15 Electrical connectors 
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5.설계및보호조치 – 5.2 로봇컨트롤 – 5.2.9.3 케이블이 없거나 분리 가능한 티치펜던트
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5.2.9.3 Cableless or detachable teach pendant(s)

Teach pendants that have no cables connecting to the robot, or where the cable can be detached, the 
following shall be fulfilled:

a) visual indication shall be provided to show that the teach pendant is active, e.g. at the teach pendant display;
b) visual indication shall be provided to indicate which robot the teach pendant is connected (e.g. at the teach pendant display) at the robot;
c) loss of safety-related communication shall result in a protective stop for all robots being controlled when in manual mode(s).
d) restoration of safety-related communication shall not restart robot motion without a separate deliberate action;
e) their emergency stop device(s) shall be in accordance with ISO 13850:2015, 4.3.8;
f) an unambiguous means shall be provided to connect and disconnect robot control from the teach pendant (e.g. a positive action by the 
operator);
g) safety-related wireless communication (e.g. radio, infra-red) of teach pendants shall be in accordance with IEC 62745; and 
h) a means shall be provided to prevent confusion between active and inactive emergency stop devices, (e.g. stowage or instructions for 
providing stowage).

Note. IEC 62745:2017 Safety of machinery - Requirements for cableless control systems of machinery

ISO/DIS 10218-1:2021

엠에스엔티㈜ 민철휘



5.설계및보호조치 – 5.3 안전기능
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

5.3 Safety functions 
5.3.1 General 
5.3.2 Functional safety standards 
5.3.3 Performance 
5.3.4 Failure or fault detection 
5.3.5 Parametrization of safety functions 
5.3.6 Communications 
5.3.7 Electromagnetic compatibility (EMC) 

5 Design requirements and protective measures 
5.1 General 
5.2 General requirements
5.3 Actuating controls
5.4 Safety-related control system performance 
(hardware/software)
5.5 Robot stopping functions
5.6 Speed control
5.7 Operational modes 
5.8 Pendant controls 
5.9 Control of simultaneous motion 
5.10 Collaborative operation requirements 
5.11 Singularity protection 
5.12 Axis limiting 
5.13 Movement without drive power
5.14 Provisions for lifting
5.15 Electrical connectors 
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5.설계및보호조치 – 5.3 안전기능
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5.3 Safety functions
5.3.1 General
5.3.3 Performance

The minimum functional safety performance for safety 
functions shall be at least one of the following:

- Performance Level (PL) d, category 3 architecture in 
accordance with ISO 13849-1:2015;
or
- Safety Integrity Level (SIL) 2, hardware fault tolerance (HFT) 
= 1 with a mission time of not less than 20 years, in 
accordance with IEC 62061:2015;
or
- Performance Level (PL) d or SIL 2, with a PFH D less than 
4.43 x 10-7/h.

5.4 Safety-related control system performance 
(hardware/software)
5.4.1 General
5.4.2 Performance requirement

Safety-related parts of control systems shall be 
designed so that they comply with 

PL=d with structure category 3 as described in 
ISO 13849-1:2006, 
or 
so that they comply with SIL 2 with a hardware 
fault tolerance of 1 with a proof test interval of not 
less than 20 years, as described in IEC 
62061:2005.

Note. PFHD average probability of dangerous failure per hour
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5.설계및보호조치 – 5.3 안전기능
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ISO 13849-1
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5.설계및보호조치 – 5.3 안전기능
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ISO 13849-1
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5.설계및보호조치 – 5.3 안전기능
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IEC 62061
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5.설계및보호조치 – 5.3 안전기능
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5.설계및보호조치 – 5.3 안전기능 – 5.3.5 Parametrization of safety functions
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ISO/DIS 10218-1:2021

5.3 Safety functions 
5.3.5 Parametrization of safety functions

Note Correct operation of safety function is based on 
proper and reliable setting of a safety-related 
parameter(s) used in the safety function(s), especially 
for safety-related application software.

5.3.6 Communications 
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5.설계및보호조치 – 5.3 안전기능 – 5.3.6 Communications 
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Note. IEC 61784-3 Industrial communication networks – Profiles – Part 3: Functional safety fieldbuses – General rules and profile definitions

IEC 61784-3

엠에스엔티㈜ 민철휘



5.설계및보호조치 – 5.4 로봇정지기능
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

5.4 Robot stopping functions 
5.4.1 General 
5.4.2 Emergency stop 
5.4.3 Protective stop 
5.4.4 Other stop 

5.5 Other safety functions 
5.5.1 Start and restart interlocking 
5.5.2 Speed limit(s) monitoring
5.5.3 Enabling function 

5.6 Simultaneous motion 

5 Design requirements and protective measures 
5.1 General 
5.2 General requirements
5.3 Actuating controls
5.4 Safety-related control system performance 
(hardware/software)
5.5 Robot stopping functions
5.6 Speed control
5.7 Operational modes 
5.8 Pendant controls 
5.9 Control of simultaneous motion 
5.10 Collaborative operation requirements 
5.11 Singularity protection 
5.12 Axis limiting 
5.13 Movement without drive power
5.14 Provisions for lifting
5.15 Electrical connectors 
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5.설계및보호조치 – 5.4 로봇정지기능
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

5.4 Robot stopping functions
5.4.1 General

5.5 Robot stopping functions
5.5.1 General

엠에스엔티㈜ 민철휘



5.설계및보호조치 –
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ISO 10218-1:2011 ISO/DIS 10218-1:2021

5.7 Limiting robot motion 
5.7.1 General 
5.7.2 Mechanical axis limiting devices 
5.7.3 Electro-mechanical axis limiting devices 
5.7.4 Soft axis and space limiting 
5.7.5 Dynamic limiting 

5.8 Movement without drive power 

5.9 Lasers and laser equipment 

5.10 Capabilities for collaborative applications 
5.10.1 General 
5.10.2 Hand-guided controls (HGC) 
5.10.3 Speed and separation monitoring (SSM) 
5.10.4 Power and force limiting (PFL) by inherent design or 
safety function(s) 

5 Design requirements and protective measures 
5.1 General 
5.2 General requirements
5.3 Actuating controls
5.4 Safety-related control system performance 
(hardware/software)
5.5 Robot stopping functions
5.6 Speed control
5.7 Operational modes 
5.8 Pendant controls 
5.9 Control of simultaneous motion 
5.10 Collaborative operation requirements 
5.11 Singularity protection 
5.12 Axis limiting 
5.13 Movement without drive power
5.14 Provisions for lifting
5.15 Electrical connectors 

5.7 로봇모션제한,                  5.8 구동전원없이이동,  
5.9 레이저및레이저장비,    5.10 협업애플리케이션을위한기능
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6.안전요구사항및보호조치의검증
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6 Verification and validation of safety requirements and 
protective measures 
6.1 General 
6.2 Verification and validation .

6 Verification and validation of safety requirements 
and protective measures 
6.1 General
6.2 Verification and validation methods
6.3 Required verification and validation
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7 Information for use 
7.1 General 
7.2 Signals and warning devices 
7.3 Marking
7.4 Signs (pictograms) and written warnings 
7.5 Instruction handbook 

7.5.1 General 
7.5.2 Identification 
7.5.3 Intended use 
7.5.4 Installation 
7.5.5 Stopping 
7.5.6 Commissioning and programming 
7.5.7 Operation and setting 
7.5.8 Singularity 
7.5.9 Hazardous energy 
7.5.10 Movement without drive power 
7.5.11 Cybersecurity 
7.5.12 Functional safety 
7.5.13 Teach pendants 
7.5.14 Integration into a robot system 
7.5.15 Maintenance 
7.5.16 Protection against electrical shock 
7.5.17 Abnormal and emergency situations 
7.5.18 Handling, lifting and transportation 

7 Information for use 
7.1 General 
7.2 Instruction handbook 
7.3 Marking
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7.5.12.1 General

7.5.12.2 Software and safety-related parametrization of software
The following information about safety-related parametrization of software shall be 
provided:
a) how safety parameters are secured;
b) safety functions affected by manually set parameters, such as payload, TCP;
c) what robot safety function(s) are included in the identifier (e.g. checksum);
d) how to view and document the settings and parameters;

7.5.12.3 Response time of safety functions
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7.5.12.4 Stop functions including emergency stop
For all stop functions, the stop category (i.e.
category 0, 1 or 2) in accordance with IEC 60204-
1 shall be provided.

7.5.12.5 External inputs & outputs
Information about the specification of each 
external input and output provided and the fault 
detection measures implemented as well as 
instructions for the provision of external fault 
detection means if required

7.5.12.6 Operating modes
Instructions and warnings that the reduced-speed 
manual mode tasks should, where practicable, be 
performed with all operators outside the 
safeguarded space

7.5.12.7 Enabling device(s)

7.5.12.8 Axis limiting
Axis limiting capabilities (e.g. mechanical limiting, 
electro-mechanical limiting, soft axis and space 
limiting safety function(s)) and how to use these 
capabilities shall be described and provided.

7.5.12.9 Position holding device(s)
b) description of the holding capability (5.1.8) 
including:
- the maximum distance of movement(s) when the 
position holding device is engaged;
- instructions for how to test the movement.
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Annex A (informative) List of significant hazards 
Annex B (informative) Illustrations spaces 
Annex C (normative) Safety functions 
Annex D (normative) Required safety function information 
Annex E (normative) Test methodology for Class I robots –
maximum force per manipulator (FMPM) 
Annex F (informative) Symbols 
Annex G (normative) Means of verification and validation of 
the design and protective measures 
Annex H (normative) Stopping time and distance 
measurement 
Annex I (informative) Optional features
Annex ZA (informative) Relationship between this European 
Standard and the essential requirements of Directive 
2006/42/EC aimed to be covered

Annex A (informative) List of significant hazards 
Annex B (normative) Stopping time and distance 
metric
Annex C (informative) Functional characteristics of 
three-position enabling device 
Annex D (informative) Optional features 
Annex E (informative) Labelling 
Annex F (normative) Means of verification of the 
safety requirements and measures
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결론
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제조사에서제공하는 Robot Function이 Safety 
Function일경우규격요구사항을만족해야한
다.(Annex C)

STO(SBC)를제외한대부분의 Safety Function이
Software 관련되어있으며따라서 Software 평가
에대한검토가필요하다.
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Stop Category 0 : 
Machine Actuators의 즉각적인 전원차단에 의해 정지

Stop Category 1 : 
Machine Actuators의 전원이 공급된 상태에서 기계가
정지 후 전원이 차단

Stop Category 2 : 
Machine Actuators의 전원인 인가된 상태에서 정지
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