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Mobile system generations
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Cellular IoT evolution and segments FORUM

Massive Broadband Critical Industrial Automation

IoT IoT IoT IoT

One network — multiple use cases and industries

EuE . b =1 [

Smart Fleet Traffic Safety Collaborative
. VR/AR _ .
Metering (3 Management = — & Control = robotics [,
() F’ Q. E Advanced
Asset Drones/UAV Automotive Smart Grid Automation
management C-ITS Automation & Control

Low cost devices, low energy High throughput Ultra reliability Industrial protocols

Small data volumes Low latency Ultra low latency Time sensitive networks

Massive numbers Large data volume Very high availability Precise indoor positioning

NB-IoT/Cat-M1 (LTE and NR) LTE + NR NR NR
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Critical IoT — for ultra reliability, low latency =

5G NR . — Autonomous vehicles
URLLC - — Deeper integration with
C-ITS systems

99.999% reliability — P|Gtooning

1ms one-way

— Utilities — Smart Grids

Local Wid o i ' i
ocal area/Wide area E — Renewables integrated into Grid

Automotive — Real time control

Utilities,
— Real time control of industrial
systems

— Fully immersive AR/VR

Smart Manufacturing
in industry campus
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Critical IoT evaluation in 3GPP

— ITU requires 99.999% reliability within 1ms UL/DL for a 32byte message
— 3GPP concluded its feasibility in Rel-15
— In Rel-16, 3GPP is evaluating various combinations of reliability (99.9 — 99.9999%), latency (1-
7ms), and throughput (up to Mbps)

Not achievable in mid band depending on TDD pattern

Reliability l @® I1TU/3GPPRel-15eval.
— ® 3GPPRel-16eval.

Reliability 99,9999%
% of packets : 55 5055
: — 3GPP
| 93,99% evaluations
: S S iica) ol

Latency 99,9%

99%

1 > _—
1 2 3 4 5 6 7 8 9 10 Boundedonewaylatency



Robot use case and communication requirements

Use Characteristic parameter Influence quantity
case # -
Communication Communication End-to- Service Message | Transfer Transfer | Transfer | Survival UE # of Service
service service reliability: end bitrate: user size interval: interval: interval: time speed UEs area
availability: mean time latency: experienced [byte] lower target upper
target value [%] between failures maximum data rate bound value bound
(note]
1 >499.9949 9 =~ 10 years < target - 400250 | —<25% 1ms '[(}) +<25% target sbH0kmih [<2,000 | =1 km
fransfer of target 50 ms of target transfer
interval transfer transfer interval
value interval interval value
value value
2 >99.9999 =1 year < target - 15k to -<25% 10 ms to +=<26% target <50 km/h | £2,000 | <1 km2
transfer 250k of target 100 ms of target transfer
interval fransfer transfer interval
value interval interval value
value value
3 >99.999 9 =~ 1 year < target - 400250 | -<25% 40 ms to +<25% target =50 km/m [ =2,000 | =1km?
transfer of target 500 ms of target transfer
interval transfer transfer interval
value interval interval value
value value
- >99.999 9 ~ 1 week 10 ms > 10 Mbit/s — — — — =50 km/h | 2,000 | =1 km?
NOTE: | The transfer interval is not so striclly periodic in these use cases. The trangfer interval deviates around its target value within bounds. The mean of the transfer interval is
close to the target value.
Use Characteristic parameter Influence quantity
case #|
Communication | Communication End-to- Service WMessage Transfer Survival time UE # of Service area
service service end bitrate: user ize [byte] interval: (note 1) speed UEs (note 2)
availability: reliability: mean latency: experienced target value
target value [%] time between maximum data rate (note 1)
failures
1 99.999 9 to ~ 10 years <0E5x 2.5 Mbit/s 250, > 5 ms 0 < 6 km/h 2t08 10mx10mx5m;
99.999 999 transfer 500 with >25ms transfer interval 50mx5mx5m
interval bealisation > 1.7 ms 2 ¥ transfer
pformation interval
2 99.999 9 to = 10 years <05x 2.5 Mbit's 250, =5ms 0 £12kmh | 208 1MOmx10mx5m;
99.999 999 transfer 500 with >2.5ms transfer interval S0mx5mxSm
interval bealisation > 1.7 ms 2 x transfer
pformation interval
NOTE The first value is the application requirement, the other values are the requirement with multiple transmission of the same information (two or three times respectively).
NOTE 2: Service Area for direct communication between UES (length x width x height). The group of UEs with direct communication might move throughout the whole factory site (up
to several km?)
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Cooperative motion control

Video-operated
remote control

Standard robot operation and
Traffic management

streaming data

Fragile work pieces
Elastic work pieces

Cooperative carrying
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5G Use case in smart factory FORUM

The baseline factory Yearly steady state value

[ I3 Automotive supplier

6 MUSD

6% of revenue

Mainly stamping &
assembly operations

R - Asset Condition Monitoring
1 evene. 100 MUSD - AR for inspection & support
S & .] Gross profit:10 _
271 \MUSD All 5 use cases implemented Cobots B oigital Twin

- Autonomous Mobile Robots
Source: Ericsson, Arthur D. Little
5GQF 28 12|11 HOt page7



The full factory deployment has a ROI of
116% year 5, with total costs of 11 MUSD

116%

61

FORUM

23 MUSD

o |
B 3 I Full factory
" . — : deployment,
Asset Condition Ar Inspection Digital Twin Cobots Autonomous year 5 Total value
Monitoring & Support Mobile Robots
B Capex (incl. integration) 11 MUSD
[ ] Opex - ”””””””” —
Asset Condition Ar Inspection Digital Twin Cobots Autonomous Network Other costs Total cost
Monitoring & Support Mobile Robots deployment (e.g. cloud, data

Source: Ericsson, Arthur D. Little
5GQF 28 12|11 HOt page 8
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5G with robot at smart factory

= M| 1Al UL data 20Mbps 3D ZE 28 {X| = E ot
2tO|C} Cf|O| E: UL data 2Gbps

- A BT
|7El=E HESE
oE 23

- EY 20| org
(Best effort service)

- 0|5 3 B X}

- SN S &2 =7t

WiFi 7|=2| THH

S f Et 2% S YXIE ¢let

S /. SLAMZE XgF BLH:
HAIZEH O Iatency 5ms, A 2|k 99. 999%

/,/,;57// UL data 1Mbps
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Flexible robotics with 5G Cloud

— Reduction of cabling in new plants or existing plants with
help of cellular

— Remote monitoring of robots for preventive

maintenance

— Move nodes computing to reduce installation costs
(remote virtual PLC)

StationPLC WithLTE
StationPLC e}) (]l ) —Task control Latency <30 ms
Radio controller
— —
— - With 5G
—Task planner
—Trajectory planner Latency<5ms
— Inversekinematics
(o o 0 0)
Robot Robot —Controlloop Latency<1ms
controller controller — Driver
Ericsson Radio controller
radiocell — Sensors/Actuators

Localattheworkcell
5GQF 28 12|31 HOot page 10
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SLAM (simultaneous localization and mapping) FORUM
one of 5G robot use case

Sensor-dependent Sensor-independent
processing processing

Sensor data Front end Back end Pose graph and
map information

Motion Estimation

» Obstacle Location

hhhhh Estimation

Register pose
graphs

Graph optimization

Sensor data Mapping Loop closure
Visual/lidar/etc Positioning Exploration (navigation)
3D modeling Moving objects

Motion estimation What is SLAM, MATLAB home page

5GoF 28 12|11 HQt page 12
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SLAM sensing and 3D modeling

Lakeside RST Quarter




Common Challenges with SLAM

1. Localization errors accumulate, causing substantial

deviation from actual values

2. Localization fails and the position on the map is lost

3. High computational cost for image processing, point

cloud processing, and optimization

5GoF 28 2|1 HQt Page 14
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Lakeside RST Quarter
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What is SLAM, MATLAB home page



SLAM with Cloud edge (5G)

Edge side
Every frame
or 1 image/ sec
Picture
B doto

Pose from
2D-Lidar SLAM

Q Root planning
Module

S

Without SLAM:
Cleaning a room randomly.

5GQF 28 12|11 HOot page 15

Cloud side
— I
e B
> Visual SLAM
}olrul:z:lllzaﬂon + Common Map
Visual SLAM
pose
~—— -~
mkudan

With SLAM:

Cleaning while understanding the room’s layout.

6
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Mapping

Preferably by
a stereo camera

\

Create a point
cloud map

|

Save the map

|

\

Upload it to

cloud )

Server on premise

L=

(Mono) camera on
a helmet of operators

&

Run Kudan SLAM

on cloud and
Relocalization on

the map

Send
camera image

pose/location info

Provide ]

location on the

Display operators
monitoring application

Monitoring
machine

Pwkudan

Mapping

Preferably by
a stereo camera

\

Create a point
cloud map

|

Save the map

}

\

Upload it to

cloud

Cloud

(S

Smartphone

Run Kudan SLAM on cloud and
Relocalization on the map

Send
camera image
(every second)

Provide
| pose/ Iocatlon info

by ARcore/Arkit

[ Keep trackmg
between relocalization

~

Render AR object

-

Pwkudan
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HD 5D map

What is an HD Map? The term generally
means a map overlaid with various
information such as traffic situations, access
ways, street furniture within city streets and
sub-surface ducts, with high precision at the

centimeter level, which is updated frequently.

In automotive use cases, the HD Map is a key
to progress with Mobility as a Service, ADAS
(Advanced Driver Assistance System) and
autonomous driving

5GoF 28 2|1 HQt Page 17
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Data Data Data

MSP
Edge/Center ‘ .
Server

\ -\!/ HD Maps

Network

3DLDAR [z Vehicle /s ™\ other /__\
Data | (@) Motion | /ﬂ\ ] Sensor | 7\ )

. G

Connected cars

Operational behavior of a high-definition map application white paper, v.1.0.0 May 26, 2020



Layers of HD 3D map &

gighly _ P o Intervals of less than several seconds
Lz"a""c = , o Pedestrians, vehicles, bicycles,

yer k*"‘b - s )

e motorbikes, etc

'[I;ransie_nt & Intervals of less than several minutes

namic 7 1 1
Lgyer ! OBSTACLE Fallen objects, illegally parked vehicle,

trash, local weather, etc
: n— —

;:a:gsnent & oo ol Intervals of less than several hours

atic FOG ;

L

P R ) | Road works, lane closure, accidents, etc
Permanent A @ Intervals of one day or longer
Static = o Lanes, traffic signals, 3D structures, etc
Layer @ V &

SGol 2% 1200 B9 Poge 18 Operational behavior of a high-definition map application white paper, v.1.0.0 May 26, 2020



Process flow and processing patterns

Sensor Data
Acquisition

5GQF 28 12|11 HOot page 19

Sensor Data
Analysis

e

HD Map
Update

Pattern A

HD Map

Update

mMsp s
Edge/Center e ,‘:l )
Server e O\~

Uplink

Network

Resuilts

Y - -.I / Ty |
'..‘. ii ))) _..I '-.\ ./:-l}{}\: ° _..'I "-\ h‘;" 3/
o Sensor Data o Sensor Data o HD Map
Acquisition Analysis Update

Vehicle System

MSP
Edge/Center
Server

Pattern B
i (3]

Sensor Data  HD Map
Analysis Update
- -~ - - -

G %‘é Xy

e ."\\ T / N\

Uplink Downlink

Network

Sensor

() (k3)

A S
o Sensor Data e HD Map
Acquisition Update

Vehicle System
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5G with robot at smart factory

EAQ14]: UL data 20Mbps 3D el 28 93 A= o)
2}o]t} d|°] H: UL data 2Gbps

AL B 2R FE P E 9 N

4 :l' W Y
A A ZE A o] latency 5ms, 21 2] &= 99.999% \\\\\ / UL data 1Mbps
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(Best effort service)
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uality managementin 5

56 S &

lloT
applications

n=2

Numerology

Frequency w1

‘ =0
Time

1 | Sub-carrier spacing (kHz) | stot duration
e 15 1ms

1 30 0.5ms

2 60 0.25ms

5 120 0.125ms

4 200 0.0625ms

Short transmissions

NRslot = 14 OFDM symbols (0s)
E e ——.—,

I o

Mini-slot

Time allocation:
— Type A (slot)
— Type B(2,40r705)

Low latency (X

HOob Page 21

A (Qos) &e| 2 &

QoS flow

QoS flaw

Grant-free
- DL semi-persistent scheduling (SPS)
~ UL configured grant (CG)

o ||

UL scheduling uL
request (SR) transmission

—
Skip SR-to-grant delay

Pre-emption

Repair transmission

DL pre-emption
indication

LN

PO X
—

&)

56 SAZE| S

Ty

).c]

FORUM

2|3t sqi 2kt Qos ZF O =

* Low PDCCH coderate (AL16)

501 Resource Default Packet Packet Default maximum  Default averaging Example services
I_HuT_ value type priority level  delay budget errorratic  data burst volume  window
applications
2 GBR 40 150 ms il N A 2000 m=s Conversational video
(live streaming)
& Non-GBR &0 300 ms 0= N A NfA Video (buffered
streaming) TCP- based
a2 Deday-critical GBR - 19 10 ms i 255 bytes 2000 ms Discrete automation
a3 Delay-critical GBR 22 10 ms 0+ 1354 bytes 2000 ms Delay-critical CBR
E A|] == XI Xl | —a
s s &2 BEH 7=
Trigger ncel tion
Quantity 00 Trigger Condition Ca Ico\"d( ------
Multi-antenna techniques Robust control and data Scheduling and link adaptation -65 \ ~ e
Y for high reliability
({'E')) « Robust (low spectral efficiency) MCS 70
’ tables )
+ Frequency hopping
‘PE * CQI table for low BLER reporting @ 80

Tx/Rx diversity
Multi-TRP (Rel-16)
Beamforming

+ Robust PUCCH

Improved SINR

/ \

Higher
throughput

Improved
reliability

Can work at lower SINR

Higher
reliability at
cell-edge

Right action at the right
moment

l

Relioble and efficient
connectivity

Reliability (AM2]4)

RSRP (dBm)
©
o

=
Neigh Cell  Offset
-100

trigger Type=event
eventiD= eventA3

Handover

TimetoTrigger l

reportinterval I

=
Of
oz

Time

reportOnLeave



uality management with API(NEF)

AF requests

Network Exposure B
required Qo5

*]’%‘ O:" (SG‘ACIA) {including

alternative Qos
profiles)

Alternat ve

MNetwork establisches the
sesshon with

T2 e [k et

ahemative Da% profilal

Maobile robot

5GoF 28 2|1 HQt page 22

-5QI =83,
HIBN. pER =10+, POB = 10ms, GFBR = 60 Mbps
{highvideo quality)

Alternative Qo5 Profile 1- 501 = 83,
@ PER =10r*, PDB = 10ms, GFBR = 30 Mbps
¥ [medium video quality)

Ahternative Qo5 Profile 2 - 501 = 83,
P PER =107*, PDB = 10ms, GFBR = 10 Mbps

{medium video quality)

o temporary

impairment

Network restores the sessionwith
e e EE EE (3760 as soon as posible

6
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JATLN
O =
3GPPN Werk\gé‘x
NEF (Networj( ﬁ}?pqgu,_r_g FUNCLION) ppuy

0 o< f fal A2 T

Coud Core Exposure Server

—

|service APIs b

API| Gateway & Management

Application
Function

$¢$ 4G Ntw APIs t ttDMDCAP\S ¢w¢®m 5GNtw APls

Device
SCEF Mgmt. &
Comm.
Q0000 Q000@® OOOee0Oe0e
Business logic Business logic Business logic

(3GPP events, 4G dev. Prov.)

T4, |6t | Rx [T6a|SGi LWM2M 1.0 Nnef
SMPP | S6m LWM2M 1.1

CoAP
o | EAEAEAEEEAE
SmenE | mbh
|:|=3|:| 2G/3G/4G

OJandm SBA
Network exposure (Ericsson)

(Genericevents, insights, 5G
ntw services, 5G dev. prov.)

(Device control)

e — |

l




Quality management in 5G
with QoS model and API(NEF)

=X Q1A UL data 20Mbps 3D 2 =8 QX ML E st

2+0|Ct G O] &: UL data 2Gbps

Maobile robot
Mobile robot

Mobile robot

TR} EFER = UK E St ZLEHE.
A A|ZEH|Of: latency 5ms, A 2| £ 99.999%

data 1Mbps

UE: User equipment
DON: Data network

5GoF 28 2|1 HQt Ppage 23

User plane
_____ Control plane

Cuidance
control system

5G network (simplified)

Control plane

User plane

UPF: User plane function
AF: Application function

(R)AN: (Radic) access network
AMF: Authentication and mobility function

6

FORUM
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. 6.3
Critical IoT — use cases and spectrum bands FORUM

Wide area use cases Local area use cases

Io__la'F’_«, q’f]be

1

= M &%

- Extremely low latency
- Ultra-high reliability

- High capacity

- Limited coverage

High bands
(24GHz— 40GH?z)

- Extremely low latency (with FDD/latency
favorable TDD)

- Ultra-high reliability

- Decent coverage & capacity

Mid bands
(1GHz — 6GHz)

- Extremely low latency
- Ultra-high reliability

- Wide area coverage

- Limited capacity

Low bands
(sub-1GH2z)

5GQF 28 2|1 HOt page 26
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Industrial Automation IoT — for advanced QRUM
smart manufacturing

= SEIR — Smart Manufacturing, Railways,
= SblRLE Power generation and distribution
— Deterministic — Automation for Robotics, Control
networks e
systems and Process optimization
— Ethernet support
—  Time sensitive — Native ‘Ethernet over NR' to support
networking industrial protocols
— TSN and QoS
— Local Area / Non- — Precise positioning

public networks

: : — 5G enabling Industry 4.0
s bl — 5G-ACIA and other industry body
collaborations

5GQF 28 2|1 HOot page 27



Mobile network security and 3GPP standards

Access Core Network

Networks
Fixed Access

Untrusted/Trusted

WiFi
= ;
\

5GoF 28 2|1 HQt Page 28

External/lnternal
Services and

Apps

Operator
Apps/

Services

Internet ﬁ
\

A

\g
h <]

v
=

8

Roaming @

PLMNs

3 Party
Apps

O
)

A

FORUM

3GPP 5G Security Standards

Increased Home Control

Unified Authentication Framework

Security Anchor Function (SEAF)

Subscriber Identifier Privacy

3GPP 5G Security Architecture

Requirements for e2e Core Network Interconnection Security
Authentication Framework

Granularity of Anchor Key Binding to Serving Network
Mitigation of Bidding Down Attacks

Service Requirements

5G Identifiers

Subscription Permanent Identifier (SUPI)
Subscription Concealed identifier (SUCI)

Subscription Identification Security

Permanent Equipment Identifier

Subscription Identifier De-Concealing Function

5G Globally Unique Temporary Identifier

Procedure for Using Subscription Temporary Identifier
Subscriber Privacy

Secure Steering of Roaming

UE-Assisted Network-Based Detection of False Base Station



GSMA security architecture ok

CLP.11
loT Security Guidelines Overview Jl= 2€ "I} (Evaluate the technical
Document CLP.14
loT Security mOdel)
-+ Guidelines for

Network ) X'”% EEE A‘Iljlﬁgl _'?’_C&F E% j(:_!E
Operators (Review the current product or
service's Security Model)

CLP.12 CLP.13

loT Security Guidelines | loT Security Guidelines
for loT Service for loT Endpoint
Ecosystem Ecosystem

CLP.17 GSMA loT Security Assessment Checklist . = JC(DI- A}%OI- 2 & ';Lcl .\_g j|. (ReVieW and

evaluate Recommendations)

& 2 HE (Implementation and
- Review)
=l () oo = .
__((A) i % =0l 2t0l X AHOI 2 (Ongoing
m +—> C— User Experience Lifecyc | e)
o

Standard IoT model
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GSMA NESAS

i/‘nl‘)
1 3cPP
TSG

Technical Specification
Groups

Network Functions

3GPP
TSG SA3

W SCAs

SCASes for

Network

Products:

« Security
requirements

« Test cases

Security Assurance Specification

Network Equipment Security Assurance Scheme — Overview

Document title:
GSMA PRD FS.13

Description: High level explanation of NESAS

Ovwner: EEYS

Document title:

GSMA PRD FS.14

Network Equipment Security
Assurance Scheme —
Security Test Laboratory
Accreditation

Description:
Test laboratory

Document title:

GSMAPRD FS.15

Network Equipment Security
Assurance Scheme —
Development and Lifecycle
Assessment Methodology

Description:
Methodology of vendor

Document title:

GSMA PRD FS.16

Network Equipment Security
Assurance Scheme —
Development and Lifecycle
Security Requirements

Description:

NESAS governance:
« Define security
requirements

Organisations -
» Run dispute ——
resolution MNESAS governance

N

- Maintain NESAS T ovems
- Appoint Auditing L . —LJ

GSMA

defines | - =

NESAS

NESAS specifications

//\
- B

ESAS scope:
Vendor processes
requirements &
audit methodology

- Test laboratory

accreditation
Dispute resolution

T T Requirements for vendor o,z
accreditation process and development and lifecycle development and lifecycle
reguirements & processes assessment M processes assessment &
Document title: informative Document title:

GSMA PRD FS.46

Network Equipment Security
Assurance Scheme —

Audit Guidelines

GSMA PRD FS.47

Network Equipment Security
Assurance Scheme —
Product and Evidence
Evaluation Methodology

5GoF 28 12|31 HQt Page 30

Description: Description:

Guidelines to Auditors o ner Methodology of product .-
and Equipment Vendors and evidence evaluation

on how to conduct the P 5
vendor assessment

Document title: informative Document title:

3GPP TR 33.916

Assurance Methodology for
3GPP network products
Description:

Network Equipment Evaluation
Process and Creation of SCAS

Qwner:

st

3GPP TS 33.117

Catalogue of General
Security Assurance
Requirements

Description:

Generic SCAS for all Network
Functions B

SCAS specific to 3GPP-
defined Network Functions are
published by 3GPP

Reference:
https://www.3gpp.org/DynaRe
port/33-series.htm

Qwner:

ciad

2akd)



NESAS operations

Operator

Network Architecture >>

2 = e

GSMA

ER R =

Network Product Development Process

: R

Network Product Lifecycle Process

NESAS scope is the equipment vendor

i In NESAS scope

5GQF 28 12|31 HOot page 31

D Out of NESAS scope

Mobile Network
Operator

Audit Team Accreditation 3GPP SA3
Body
§ 3 defines
d g
Methodology and =
requirements X
Audit Report
provided to\
h 4 W v
Equipment Test Laboratory applied
Vendor
builds v lwrites
valuated - ¥ -
Test
specifications
Network .
Product Evaluation
Report

| provided to, by agreement
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CTIA Cybersecurity Certification Test Plan

for IoT Devices

1. Design

Save time and cost by
designing your device around
a

5. Select

Select an t lab.
The lab will test your device
and upload the test results to
the certification database.

5GoF 28 2|1 HQt page 32

2. Verify

Determine whether your
device requires any additional
operator-specific testing for
your target markets.

6. Submit

Upload required
documentation to the
certification database.

3. Comply

Comply with government
regulations in your target
markets.

7. Pay

Pay the certification fee and
lab testing fee.

4. Request

Submit a certification request
via the

8. Receive

You will receive confirmation
of certification via the
certification database once
all requirements are met.

T~y
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